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The problem

The prediction of network anomalies before they
cause catastrophic network faults.

Monitoring the network health continuously, detect
and diagnose potential network problems.

Initiate appropriate recovery actions.
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Approaches

Rule based approaches
-inite state machines

Pattern Matching
Network probes
Statistical Analysis
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An Intuitive solution

Model (quantify) the normal network behavior.

Use signal processing techniques for measuring,
analyzing and synthesizing the network information.

Detect deviation from the normal behavior due to
an anomalous event.
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The statistical approach
Data source - MIB variables for individual network
devices.
Choice of appropriate variables
Time series for each MIB variable by sampling.

Detect abrupt and correlated changes in the values
of these variables.

Generate a network health function and use it to
detect anomalous behavior.



The process

Time Series (MIB variables)

4

Segmentation

Abrupt Change Detection

4

¥

Fault Classification
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Segmentation

Non-stationary time series.
Division into piecewise stationary segments.

Statistical properties assumed to be stationary
within each segment.

AR modelling of the segments.
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Abrupt change detection

Learning window L(t), Test window T (t)

Quantify the change In the statistical properties of
the segments.

Hypothesis test using Generalized Likelihood
Ratio(GLR).

Abnormality indicator J(t) obtained for each MIB
variable.



Hypothesis test

The joint likelihood [ of the residual errors in the two windows L(t) and T'(t)
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Hypothesis test
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Spatial correlation using combiner

Individual abnormality indicators combined to form
abnormality vector i (¢).

Quadratic functional

F(D(t)) = B (t) Ad(t)

used to generate scalar network health indicator.

Linear operator A based on the correlation matrix used.
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Combiner (contd.)

J(t) can be represented as linear combination of the eigenvectors of A
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An average scalar value of the transformation is obtained by using the function

fb@) =

<
VS
~
N—r
D
<
S
~
N—r

I
.Mz
S50

&

I
S
Sha

where E()) is the measure of the average abnormality in the network as perceived by the node.
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Node Level Alarms

A bound for E(\) can be obtained

min (A\i) < E(N) L max (i)
Xi€{1,..., AN} Xi€{1,.., AN}

Using these bounds on the functional f(¢(t)) an alarm is declared when

E(N) > ' i
() AiE{g?,l-r-l-,AN}( )
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Classification Of Faults

Faults tend to be clustered in the fault space.

Euclidean distance between two fault clusters iIs
sufficient to distinguish between the fault types.

Abnormality vectors for known faults monitored and
corresponding area in the fault space identified.

Use this prior knowledge to identify known faults.



Fault Classification : An example
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