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Abstract

The problem of recovering distributed systems from
crash failures has been widely studied in the context of tra-
ditional non-threaded processes. However, extending those
solutions to the multi-threaded scenario presents new prob-
lems. We identify and address these problems for optimistic
logging protocols.

There are two natural extension to optimistic logging
protocols in the multi-threaded scenario. The first exten-
sion is process-centric, where the points of internal non-
determinism caused by threads are logged. The second
extension is thread-centric, where each thread is treated
as a separate process. The process-centric approach suf-
fers from false causality while the thread-centric approach
suffers from high causality tracking overhead. By observ-
ing that the granularity of failures can be different from
the granularity of rollbacks, we design a new balanced ap-
proach which incurs low causality tracking overhead and
also eliminates false causality.

1. Introduction

Multi-threading is becoming increasingly common in
distributed systems owing to the need for light-weight con-
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itself to a consistent global state. We focus on optimistic
logging, an important class of log-based rollback recovery.

Optimistic logging protocols log messages to stable stor-
age asynchronously, thus incurring low failure-free over-
head. On a failure, some unlogged messages may be lost,
resulting in the loss of some states of the failed process.
Furthermore, this results in the rollback of states on other
non-failed processes that causally depend on the lost states.
In order to determine which states need to be rolled back,
the causal dependencies between states needs to be tracked.
This can be implemented by having all messages piggyback
a dependency vector of size O(n), where n is the number
of processes in the system [15].

While extending this solution to multi-threaded pro-
cesses we have two natural choices: a process-centric ap-
proach and a thread-centric approach. In the process-
centric approach, the internal non-deterministic events
caused by threads are logged [7, 14]. With this provision,
other researchers have used traditional optimistic protocols.
This, however, gives rise to the problem of false causality
between threads of a process. This problem has two serious
repercussions. First, during failure-free mode, it causes the
unnecessary blocking of outputs to the environment. Sec-
ond, during recovery from a failure, it causes unnecessary
rollbacks.

currency. We address the problem of recovering multi-
threaded distributed systems from process crash failures.
Although recovery has been a widely studied problem in
traditional non-threaded systems [5], extending these solu-
tions to the multi-threaded scenario gives rise to new prob-
lems. We address those problems for the optimistic logging
protocols.

The traditional distributed recovery problem deals with
recovering a distributed system from process crash failures.
One approach to solving the recovery problem is log-based
rollback recovery, which combines checkpointing and mes-
sage logging. When a failure occurs, the distributed system
can make use of the checkpoints and message logs to restore
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Attempting to eliminate false causality leads to the
thread-centric approach. Here, each individual thread is
treated as a process and a process crash is treated as multiple
concurrent thread crashes. In this approach, during failure-
free operation, causality is tracked at the level of threads.
This makes causality tracking an expensive operation re-
quiring a dependency vector of size O(nm), where n is the
number of processes and m is a bound on the number of
threads per process. This increases the message size over-
head, as well as space and time overhead.

Thus the process-centric and the thread-centric ap-
proaches present a trade-off between false causality and
tracking overhead. We make the observation that processes
fail independently and are thus failure units and that threads
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may be rolled back independently and are thus rollback



units. Therefore, it is sufficient to track the dependency of
threads on processes. This balanced approach tracks causal
dependencies using a dependency vector of size O(n). At
the same time it eliminates false causality, since threads are
rolled back independently.

In Section 2, we present some background on optimistic
recovery in traditional non-threaded environments. In Sec-
tion 3, we describe the two natural extensions — process-
centric logging and thread-centric logging — and the asso-
ciated false causality versus tracking overhead trade-off. In
Section 4, we describe our new balanced protocol for opti-
mistic recovery in multi-threaded distributed systems. Sec-
tion 5 is a note on generalizing the ideas of the paper.

2. Background: Optimistic Recovery
2.1. System Model and the Recovery Problem

We consider an application system consisting of n pro-
cesses communicating only through messages. The com-
munication system used is unreliable, in that it can lose,
delay, or duplicate a message. The environment also uses
messages to provide inputs to and receive outputs from the
application system. Each process has its own volatile stor-
age and also has access to stable storage. The data saved
on volatile storage is lost in a process crash, while the data
saved on stable storage remains unaffected by a process
crash.

A process execution is a sequence of states. The states
may be divided into state intervals consisting of the states
between two consecutive message receipts by the appli-
cation process. In single threaded systems, the execution
within each interval is assumed to be completely determin-
istic, i.e., actions performed between two message receives
are completely determined by the content of the first mes-
sage received and the state of the process at the time of the
first receive. As we will see, in multi-threaded systems,
non-deterministic thread scheduling affects the state of a
process. It is sufficient for our purposes to view process ex-
ecutions at the granularity of state intervals and not states.
Therefore, for simplicity, we will sometimes use states to
mean state intervals.

All n process executions together constitute a system ex-
ecution. Two physical system executions are considered
equivalent if their interaction with the environment is the
same.

A process fails by simply crashing. In a crash failure,
a process stops executing and loses the data in its volatile
storage. The process does no other harm, such as sending
incorrect messages. Pre-failure states of a process that can-
not be recreated after a failure are called lost states.

The application system is controlled by an underlying re-
covery system. The type of control may be of various forms,

the state of an application process, adding control informa-
tion to a message, rolling back the application to an earlier
state, etc.

The recovery problem is to specify the behavior of a re-
covery system that controls the application system to ensure
that despite crash failures, the system execution remains
equivalent to a possible crash-free execution of the stand-
alone application system.

2.2. Optimistic Logging

Log-based rollback recovery protocols [5] rely on check-
points and message logs, using them during recovery to re-
store the whole system to a consistent global state (one in
which every received message was sent). It is guaranteed
that this restored state is one which could possibly have hap-
pened in a failure-free system execution and, therefore, this
approach solves the recovery problem. Depending on when
and where the received messages are logged, the log-based
rollback recovery schemes can be divided into three cate-
gories: pessimistic, optimistic, and causal [5]. In this paper,
our focus is on optimistic logging protocols.

We first present an example and then use it to specify
the details of how a traditional optimistic logging protocol
operates. The protocol we present is similar in spirit to the
ones presented in [3, 15].

Example

An example of an optimistic recovery system is shown in
Figure 1. Solid horizontal lines show the useful computa-
tion, and dashed horizontal lines show the computation that
is either lost in a failure or rolled back by the recovery pro-
tocol. In the figure, c1 and ¢2, shown by squares, are check-
points of processes P1 and P2 respectively. State intervals
are numbered from s0 to s7 and they extend from one mes-
sage receive to the next. The numbers shown in rectangular
boxes will be explained later in this chapter.

In Figure 1(a), process P1 takes a checkpoint c1, acts on
some messages (not shown in the figure) and starts the inter-
val s0. P1 logs to stable storage all messages that have been
received so far. It starts interval s2 by processinging the
message m0. In interval s2, message m2 is sent to P2. P1
then fails without logging the message mO0 to stable storage
or receiving the message m1. It loses its volatile memory,
which includes the knowledge about processing the mes-
sage m0. During this time, P2 acts on the message m2.

Figure 1(b) shows the post-failure computation. On
restarting after the failure, P1 restores its last checkpoint
cl, replays all the logged messages and restores the interval
s1. It then broadcasts a failure announcement (not shown
in Figure 1). It continues its execution and starts interval s6
by processing m1. P2 receives the failure announcement in
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Figure 1. Example: Optimistic Recovery in Action

logged messages until it is about to process m2, the mes-
sage that made it dependent on a lost state. It discards m?2
and continues its execution by processing m3. The mes-
sage m2 is not regenerated in post-failure computation. PO
remains unaffected by the failure of P1.

Detecting Orphans: Causally Precedes

As just seen, in optimistic logging, some messages may be
lost in a failure. This may result in some lost states on the
failed process. All states that “causally depend” on such lost
states must also be detected and rolled back. Such states are
known as orphans.

The intuitive notion of “causally depends” that we have
used is formalized by the following relation. Let causally
precedes (denoted by —) be the smallest transitive binary
relation on state intervals satisfying the following two con-
ditions:

e u — v if the processing of an application message in
state u results in state v, (for example, s1 — s6 in
Figure 1(b)),

e u — v if the processing of an application message sent
from u starts v (for example, s2 — s5 in Figure 1(a)).

By s = u, we mean s — u or s = u. Note that a failure
or arollback does not start a new interval. It simply restores
an old interval. Now we can define an orphan state as:

orphan(s) = Ju: lost(u) A u—s

is used. The dv of a process P; has n state interval indices,
where n is the number of processes in the system and a state
interval index is a tuple containing an incarnation number
and a sequence number.

Whenever a process fails and is restarted, it is said to be
in a new incarnation. The incarnation number in the 7’th en-
try of its dv is its own incarnation number. The incarnation
number in the j’th entry is equal to the highest incarnation
number of P; which causally precedes P;. Let state inter-
val index e be (¢, ). Then, we define a total ordering, <,
on state interval indices as e; < ex = (t; < t2) V [(t; =
tg) N (7,1 < 7,2)]

Each process piggybacks its dv on every outgoing mes-
sage. Before processing a message, a process updates its
dv by taking a componentwise maximum of its dv with the
dv of the incoming message and incrementing its own se-
quence number.

An example of dv is shown in Figure 1. The dv of each
state is shown in a rectangular box near it. The k’th row of
the rectangular box corresponds to dv[k].

It has been previously demonstrated that dependency
vectors track the causally precedes relation, and therefore,
can be used to detect orphans [3, 15].

Recovering from a Crash

When a process P; fails, it restores its most recent check-
point and replays the logged messages that were processed
after that checkpoint. Next, P; broadcasts a failure an-
nouncement containing its state index, which is the ending
index number of the failed incarnation. In Figure 1, fail-
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