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Abstract— M2MC is a new distrib uted computing middleware
designedto support collaborative applications running on devices
connectedby broadcastnetworks. Examplesof suchnetworks are
wir elessad hoc networks of mobile computing devices,or wir ed
devices connectedby a local area network. M2MC is useful for
building a broadrange of multi-user applications lik emultiplay er
games,conversations,group ware systems.

Unlik e existing middleware architectures that rely on central
servers, M2MC is truly distrib uted protocol. Applications de-
veloped using M2MC do not require central servers for mes-
sageordering, member synchronization and group management.
Being broadcast oriented, M2MC do not require any resource
consuming routing protocols.

M2MC architecture consists of MessageOrdering Protocol,
Member Synchronization Protocol and protocols for processes
to join and leave the groups. In this paper we describe key
componentsof M2MC and their implementation in Java.

I . I NTRODUCTI ON

Middlewareis a setof software facilities that mediatesbe-
tweenan applicationsprogramsandcommunicationnetwork.
It managesthe interaction betweenapplicationsacrossthe
computingdevices by providing communicationsupportin a
transparentway to the application.

The communicationparadigmscan be classi�ed into one-
to-oneor one-to-many or many-to-many communications.As
shown in Fig1a,in one-to-onecommunicationmodelonly two
processesareinvolved in communication,onefor sendingthe
messageand other receiving it. Examplesof applicationsof
one-to-oneparadigmsarewebbrowsing,emailetc.TheFig1b,
shows one-to-many communication in which one process
sendsmessageand many processesreceive it. Web casting
is an exampleof suchapplication.The Fig1c shows many-to-
many communicationparadigmin which a messagesentby
any of theprocessesreacheveryprocesspresentin thenetwork
and is interestedin receiving it. The Fig1d shows mulitple
groupcommunicationusingmany-to-many communication.

In this paperwe proposeM2MC, a middleware for sup-
porting applicationsrequiringgroupandmany-to-many com-
munication patterns.M2MC consistsof a set of protocols
for building collaborative applicationslike mulitplayergames,
chat applicationsetc. that run in broadcastnetworks. Some
examplesof suchnetworksare:wirelessproximalad hoc net-
worksof �x edor mobiledevicesor hybrid network connecting
wired and wireless devices. The Fig2 shows the relative
position of M2MC protocolswith respectto the application
andnetwork protocols.M2MC consistsof MessageOrdering

Fig. 1. CommunicationParadigm

Fig. 2. M2MC

Protocol(Section4), Group Join /Leave Protocol(Section5)
andMemberSynchronizationProtocol(Section6).

Unlikeexistingmiddlewarearchitecturesthatrely oncentral
servers, the M2MC is intended for running collaborative
applicationswithout relying on centralservers.In wirelessad
hoc network or hybrid network of devices,relying on central
serversis not attractive becausethedevicesarenot necessarily
always in the range of wireless accesspoint. Furthermore
relying on any one wireless device to act as a server is
unattractive becausedevices may comeand go without prior
noti�cation. Using M2MC, thosedevices which are in range
of each other can act in conert to run the application.We
have developedan applicationusing our M2MC APIs called
ThreadedChatapplication.

I I . M OTI VATI ON

In this sectionwe describethe ThreadedChat application
to motivate the relevance of M2MC. Considera group of
processes(A,B,C,D) running on distributed devices and im-
plementinga simplechatapplicationthat lets the membersof
the group interactwith eachother. The processescommuni-
catewith eachother by sendingmessagesusing a broadcast
medium. Supposethe application is implementedusing a



messageorderingprotocolbasedon logical timestamps,such
as total ordering [2]. See[9] for a comprehensive survey of
total orderingprotocols.

As shown in Fig 3, let processC sendmessages'Did you
visit Delhi?' and 'Did you visit Chennai?' with timestamps
1 and 2 respectively. After receiving the above messages,
supposeprocessA replies to the message'Did you visit
Chennai?' with the response'No' and processB replies to
the message'Did you visit Delhi?' with the response'Yes'.
As pertotal ordering,bothA andB would af�x thetimestamp
3 to their responses.Now, the messageorderingprotocol at
processD on receiving thesemessagesordersthemaccording
to their timestampsand displays them on the chat console.
However, since there are two messageshaving the same
timestamp,they may get displayedon the consoleat D in
an arbitrary order. This leadsto ambiguity becausethe user
at D may not be able to map the responses'No', 'Yes', to
themessages'Did you visit Delhi?', 'Did you visit Chennai?'
appropriately. Hencetotal orderingprotocol is inadequatefor
suchanapplication.It canbeshown thattheambiguitypersists
even when the messagesare ordered using vector clocks,
as in causalordering [6] or even when synchronizedglobal
clocks [5] areassumed.

Fig. 3. ChatApplication

Fig. 4. ThreadedChatApplication

In contrastto the above, considera ThreadedChat appli-
cation [7] that lets userscommunicatein a message-response
form as shown in Fig 4. All chat messagesare structuredin
the form of a tree. The key featureof this tree structureis
that messagesand responsesare organizedinto relationships
called thr eads. A user explicitly selectsa messagebefore
respondingto it. As a result,the responseis linked directly to

Fig. 5. M2MC architecture

thecorrespondingmessage,usingthreads,andotheruserscan
perceive the semanticrelationshipamongthe messages.

Although the paper[7] doesnot provide the detailsof the
MessageOrdering Protocolusedby ThreadedChat applica-
tion, suchan applicationcanbe easily implementedusingthe
MessageOrderingprotocolof M2MC. For theaboveexample,
uponreceiptof messagesfrom processC, processA displays
both of them to the user. Now the userat processA would
explicitly selectthe message'Did you visit Chennai?'before
respondingwith themessage'No' . TheMessageOrderingPro-
tocol at processA capturesthis semanticdependencebetween
themessageandits responseandsendsthis informationto the
group,alongwith theresponse.Similarly, theMessageOrder-
ing Protocolat processB capturesthe semanticdependence
betweenthe message'Did you visit Delhi?' and its response
'Yes' and sendsthis information to the group. The Message
OrderingProtocolatD, uponreceiptof theseresponses,orders
the messagesappropriatelyand unambiguously, as shown in
Fig 4. If a new processE entersthe broadcastdomainthenit
executesthe GroupJoin andLeave protocol to get the list of
groupof applicationsrunning in the broadcastdomain.After
joining the group,the MemberSynchronizationProtocolwill
ensurethat the processE receivesall the messagesthat have
beensentto thegroup.TheMessageOrderingProtocolorders
thesemessagesanddisplayson the screen.

In the next section,we describethe architectureof M2MC
and its variouscomponents.

I I I . M I DDL EWARE ARCHI TECTURE

As shown in Fig 5 M2MC comprisesof a MessageOrdering
Protocol (MOP), Member SynchronizationProtocol (MSP),
and protocolsfor processto join and leave the group called
GroupJoin Leave Protocol(GJLP).

A. Componentsof Middleware

The following arecomponentsof our middleware.
1) MessageOrdering protocol (MOP): Whentwo or more

messagesare sent to the group, processesreceive them in
arbitraryorderdependingon the transmissiondelaysbetween



Fig. 6. Illustrating
���

ordering

sendersandreceivers.For example,if a groupmembersends
a message��� asa responseto message��� , thenit is possible
that some of the group membersmay receive ��� before

�	� (see Fig 6). Hence an ordering protocol is required to
guaranteethat every group memberwill deliver the message

�
� beforedelivering �

� to theapplication.Also if �	
 and ��


areany two semanticallyunrelatedmessages,thena member
receiving ��
 before ��
 , shouldnot block delivery of �

 by
waiting for the arrival of �	
 .

Traditional solutions like total ordering protocol [6] or
causalorderingprotocol [2] do not take into accountthe se-
manticrelationshipamongmessagesandhenceareinadequate
for many distributedgroupcommunicationapplications.

For M2MC, we proposea new messageordering, called
���

ordering, and a correspondingprotocol, called Message
Ordering Protocol (MOP) , which is implementedby every
memberof thegroup.Theprimaryobjective of theMOP is to
order received messages,basedon the semanticrelationship
amongthem,irrespective of the chronologicalorder in which
they arereceived.As a result,theMOP alsominimizesthede-
livery delayat a process(thetime from themomenta message
is received at a processto the time the messageis delivered
to the applicationconsumingit), by blocking delivery of a
messageonly if it is yet to receive any semanticallypreceding
message(s).

2) Group Join Leave protocols (GJLP): When a process
is newly connectedto a broadcastnetwork or a processleaves
the network temporarilyand later rejoins, it shouldbe aware
of the groupapplicationsthat arerunningacrossthe network
so that it can join in any of the interestedapplications.For
M2MC, we proposeGroup join protocol to keepa the newly
connectedprocessawareof groupapplicationsrunningacross
the network so that it can join them and a Group Leave
Protocolfor a processleaving a groupapplication,to informs
its departureto themembersof thegroup.Theprotocolis also
for creatingnew groups.

3) Member Synchronization Protocol (MSP): When a
processnewly joins a group or it leaves an existing group
and later rejoins it, it missesmessagesthat were sent to
the groupduring its absence.The processmust recover such
lost messages,as soon as it joins the group, such that the
groupapplicationscontinuerunningcorrectly. For M2MC, we
proposeMemberSynchronizationProtocolto recoversuchlost

messages.
4) GroupManager: TheGroupManagerregulatesthe�o w

of messagesfrom onecomponentto another. It receivesmes-
sagesfrom thenetwork, determinesthenatureof themessage,
routesthemto the othercomponentsof M2MC appropriately
and �nally delivers it to the application. It also receives
messagesfrom application and delivers it to the network
layer for broadcasting.Since M2MC supportsapplications
over multiple overlappinggroups, the group managermaps
groupinformationto the correspondinginstancesof the MSP,
MOP allocatedto the groups.

5) Broadcast Layer: The broadcastlayer is assumedto
be reliableandguaranteesmessagedelivery to every member
of the group. However it may suffer from nondeterministic
boundeddelay in messagedelivery. Messagesin transit need
not follow FIFO order. TheBroadcastlayersupportsfunctions
for broadcastinga messageto the group and for receiving a
messagefrom the group.

6) Applications: The middleware supportsgroup applica-
tions like chat applications,multiplayer games,group ware
systemsetc.TheapplicationusestheAPIsprovidedby Group-
ManagerandApplGrpMngrInterfacefor sendingandreceiving
group messages,for creatingnew groupsor for joining and
leaving existing groups.

B. Middleware operations

1) For creating a new group:: TheApplicationcalls (step
A in Fig 5) GroupManagercomponentwith groupdescription
parameters.The GroupManagercreatesan identity and in-
stancesof variousprotocolsfor thenew groupandbroadcasts
the new groupdescription(stepD).

2) For joining an existing group :: Every processmain-
tains a groupsInfoListcontaining the identity and members
informationof every groupthat it is awareof. Whena process
newly connectsto broadcastnetwork or a processleaves the
network temporarily and later reconnects,it broadcastsits
presenceby doing the following. The GroupManagercalls
GJLP protocol component,gets the advertisementmessage
(stepsE, 6) containingtheattributesof processandbroadcasts
by sendingit to broadcastlayer along stepD. Every process
(including the one that sent the advertisement)on receiving
advertisement(alongsteps1, 2, 3) givesit to their respective
GroupManager. TheGroupManagercallsGJLPandgets(steps
E, 6) thegroupsInfoListcontainingidentitiesandmemberslist
of everygroupthattheprocessis awareof. TheGroupManager
broadcaststhe groupsInfoListby sendingit to broadcastlayer
alongstepD.

At every process,groupsInfoListreceived by the broadcast
layer reachesGJLP along 1, 2, 3, E. The GJLP checksif
thereexists informationaboutany new group in the received
messagethat is not present in its groupsInfoList. If such
group exists then it presentsthe details of the new group
to the application along 6,4,5. The user at the application
if decides to join a group, calls GroupManager(step A)
which in turn createsinstancesof MSP, MOP for the group
and sendsjoinMsg, containingthe identity of the group and



identity of the process,to the broadcastlayer (along stepD)
for broadcasting.Every memberof the group on receiving
the joinMsg updatestheir groupsInfoList by appendingthe
identity of the processspeci�ed in joinMsg to the members
list of the group.

For leaving thegroup,applicationcallsGJLPalongstepA,
E. GJLPcreatesa leaveMsgwith identitiesof theprocessand
the group that the processis leaving. The leaveMsg reaches
GroupManageralong 6 and it subsequentlybroadcastsalong
E. The GJLP at every memberof the group on receiving
leaveMsgalong1,2,3,EupdatestheirgroupsInfoList by delet-
ing the identity of the processfrom the memberslist of the
groupspeci�ed in leaveMsg message.

3) For sending a messageto group: For sending an
application messageM to the group, the application calls
(arrow A) GroupManagerwhich in turn callsMOP. TheMOP
addsappropriateheadersandreturnsthemessage(arrowsC, 8)
to GroupManager. TheGroupManagerbroadcaststhemessage
to the groupby calling Broadcastlayer.

4) On receivinga messagefrom the broadcastlayer: The
GroupManageron receiving theapplicationmessageM (along
arrows 1,2,3)�nds the groupthat the messagebelongsto and
callsMSPof thegroup(along7,B) for storingthemessage.It
thencalls MOP (alongC) of thegroup.MOP checkswhether
the processreceived all the messagesthat are semantically
before M. If it has received them then it sends(along 8)
M and any other messagesthat are waiting for its arrival
(becauseM is semanticallybefore waiting messages)to the
GroupManagerwhich in turn deliversthemto the application
(along4). OtherwiseMOP blocksthedelivery of themessage.

5) Member synchronization: When a processrunning on
a mobile device leaves the network temporarily and later
reconnectsto thenetwork it missesthemessagesthatweresent
to the group. It executesMemberSynchronizationProtocols
for eachgroup (in which it hasmembership)for recovering
the missedmessages.

The GroupManagercalls MSP and gets (arrows 7, B) a
synchronizationrequestmessageSyncReqMsg. SyncReqMsg
contains the processidentity, group identity, and applica-
tion messagesthe processeshas received before leaving the
network. The GroupMangerbroadcastsit by sending it to
broadcastlayer (alongD).

BroadcastReceiver on receiving SyncReqMsg, sendsit to
GroupManager(steps 1,2,3). The GroupManagerat every
processother than the processthat sent SyncReqMsgsends
it to MSP (step 4). MSP �nds for any messagesthat it has
not received from the group, in the applicationmessagesof
SyncReqMsgand sendsthem to the Group Manager (step
B). The Group Managersubsequentlydelivers them to the
application.MSP createsa temporaryapplMsgListcontaining
applicationmessagesthat it has received from the group. It
waits for randomtime and sendsSyncRespMsgcontaining
the messagespresentin applMsgList. While waiting, if MSP
receives SyncRespMsgsent by some other process,then it
deletesthe messagesfrom applMsgList that are presentin
SyncRespMsg.

Fig. 7. OrderingTree

The broadcastlayer at the processthat sent SyncReqMsg
on receiving SyncRespMsg, sendsit to GroupManager(steps
1,2,3). The GroupManagersubsequentlydelivers the appli-
cation messagespresent in SyncRespMsgafter sending to
MSP,MOP for storingandorderingpurposes.

Hencethe processthat missedthe messagesgets updated
with the applicationmessagesand also every other process
getsthe applicationmessagesfrom the processthat requested
synchronization.

IV. M ESSAGE ORDERI NG PROTOCOL

In this sectionwe presentthespeci�cationandimplementa-
tion detailsof MessageOrderingProtocol.Group Join/Leave
ProtocolandMemberSynchronizationProtocolsarepresented
in next sections.

The primary objective of the MessageOrdering Protocol
called MOP is to identify the semanticrelationshipamong
received messagesand delivering them to the applicationin
a semanticallyconsistentorder. Guaranteeingsuch ordering
involves:

1) Capturingthe semanticrelationshipbetweena message
and its response,from the applicationat the sender.

2) Representingthesesemanticrelationshipsin an appro-
priate form andconveying themto the receivers.

3) Maintaining the relationship at each member of the
groupwith minimum overhead.

A.
���

Ordering

We representthesemanticrelationshipamongthemessages
using

�
�

order relationshipde�ned as follows:
Two messagesX and Y are said to be relatedin

���

order
if and only if Y is producedsemantically in responseto a
unique messageX. This is representedasX

���

��� Y. Also if X
and Y are not semantically related then it is represented
as X �

�
�

����� Y.
For a group of messages,we conceptuallyrepresentthe

semantic relationship among them in the form of a tree,
called the Ordering Tree (OT), as shown in Fig 7. The OT
hasthe following structure:

� The verticesof the OT are identities of the messages;
eachmessagehasa uniquesystem-wideidentity.

� The directed edgesof the OT representthe semantic
message-responserelationshipsamongmessages.There
is an edgebetweenany two verticesin the OT, if and



only if andthe correspondingmessagesarerelatedin
���

order.
� The root of the OT is a virtual node,denotedby ��� � .

��� � is assumedto be semanticallybeforeall the mes-
sagessent to the group. If a messageis not a response
to any other messagein the OT, it is consideredto be a
responseto ��� � .

B. Propertiesof
� �

order

Somesalientpropertiesof
���

orderareas follows:

1) Responsesemantics:
If X

� �

��� Y thenP(Y) = X, i.e., X is said to be parentof
Y.
The OT representsthis relationshipin the form of a
directededgebetweena parentnodeX anda child node
Y. For examplein the Fig 7, nodeA1 is the root of the
tree.A4 is producedin responseto C1 (C1

���

��� A4) and
P(A4) = C1. Hencethereis a directededgefrom node
C1 to nodeA4 in the OT.

2) Uniqueness:
If X

�
�

��� Y thenP(Y) !

" Z ( # Z, Z !

" X), i.e.,X is unique.
The OT representsthis by allowing a node to have
multiple numberof child nodesbut a child node can
have exactly oneparentnode.In otherwords,a message
sentto the groupmay generatemultiple responsesfrom
variousmembersof thegroupbut any givenresponseis
associatedwith oneandonly onemessageandnot with
multiple messages.

3) Transitivity:
X

�
�

��� Y $ Y
�

�

��� Z "�% X
�

�

���

&

Z.
The OT representsthis as having a path from X to Z,
if thereis an edgefrom X to Y andan edgefrom Y to
Z. We usethe notation

�
�

���

&

to representsuchtransitive
closure. It can be easily seenthat the following also
hold:

� X
�

�

���

&

Y $ Y
�

�

��� Z "�% X
�

�

���

&

Z

� X
�'�

��� Y $ Y
���

���

&

Z "�% X
���

���

&

Z

� X
�

�

���

&

Y $ Y
�

�

���

&

Z "�% X
�

�

���

&

Z

C. MessageOrdering Protocol

Here we presentthe MessageOrdering Protocol that in-
cludes:

1) At the sender:Capturesthe
���

orderbetweenamessage
and its responseand includes this information while
broadcastingthe response.

2) At the receiver: Maintains the
�

�

order information
anddeterminesthe actionto be taken for eachreceived
message.A messageis delivered immediately to the
applicationeither if its parentin the

�
�

orderhasbeen
deliveredor if it is not a responseto any othermessage,
i.e., it has the root of the OT ( ��� � )as its parent.

Otherwisethe delivery of the messageis deferred,until
the receiptanddelivery of its parent.

Wenow describethedatastructuresandstatediagramof MOP.
1) Notations,MessageFormat and Data Structures:

1) Notations:

�)(+*-,/.	0 : denotesthe uniqueidentity of the group.
�)(213,4.�065 denotestheuniqueidentity of theprocess

in the broadcastnetwork.
�)(87�9�:�;�<>=?065 denotessequencecounter value at

processi.
�)(A@�,4. = 065 denotesmessageidentity of messagei

and (B@�,4. = 0 is (C1D,/. =FE 7�9�:�;�< = 0

2) MessageFormat:
A messageformat is: (G@H,/.JI E @H,/.�K E *-,/. E .�L�MFL�0 where

@H,4.�I is the messageidentity, @�,4.'K is the identity of its

parent( @�,4.�K

� �

���

@�,4.-I ), *�,4. is the identity of the group
and .�L�MFL is the applicationinformation. If a message
( @H,/.

I ) is not a responseto any othermessagethenthe
identity of its parent( @H,4.

K ) is set to ��� � .
3) Data Structur es :

Every processmaintainstwo data structuresfor every
group:

a) Ordering Tree(OT): As discussedearlier, theOT
representsthe

���

order amongthe messagesof a
group.Eachprocessconstructsits OT dynamically
by recordingthe identitiesof thosemessagesthat
have beenreceived in

���

order.
b) Out of Sequence Messages Store (OSMS):

OSMS saves messagesthat have arrived out of
�

�

order. For every such messagein the form
(B@H,4.

I

E
@H,4.

K

E
*-,4.

E
.�L�MFL�0 , @H,4.

I , @H,4.
K , .�L�MFL are

aresaved in the OSMSin the format (ONA7P*	065Q(

@�,4.-I
E

@�,4.�K
E

.�L�MFL�0 .

2) Protocol Actions :: The state diagram of the MOP
is as shown in Fig 8. In the INITIAL state all the data
structuresare initialized to NULL andthe processthenwaits
in the LISTEN state.When the applicationwants to senda
messageto thegroup,theprocessgoesto theRESPONDstate,
whereit augmentsthemessagewith the

�
�

orderinformation,
broadcaststhe messageandreturnsto the LISTEN state.

When a messageis received from the group, the process
goes to the RECEIVE state, where it checksthe

�
�

order
information of the messagewith the OT (Ordering Tree).
If it has delivered the parent of the current message,it
goes to the RCVDeliverableMSGstate, else it goes to the
RCVOutSequenceMSGstate. In the RCVOutSequenceMSG
state,the processsimply savesthe messagein the OSMSand
returnsto theLISTEN state.In theRCVDeliverableMSGstate,
the processdeliversthe messageto the applicationaswell as
any of its

���

order children that may be saved in the OSMS
andreturnsto the LISTEN state.

A moredetaileddescriptionof the protocolactionsin each
state,for a groupof ; processes,is as follows:



Fig. 8. StateDiagramof the protocol

1) INITIAL STATE:
At every process,set seqnoto zero, set root of OT to
OTR andgo to LISTEN STATE.

2) LISTEN STATE:
Listen until a messageis received or applicationwants
to respondto a message.

if messageis received then
go to RECEIVE state

elseif applicationsendsa messageto thegroupthen
go to RESPONDstate.

end if
3) RECEIVE STATE: Process, on receiving a message

N

"

(R@H,/.
I

E
@H,/.

K

E
*-,/.

E
.�L�MFL	0 ,

if @H,4.>K = ��� � or @H,4.>KTS

��� then
go to RCVDeliverableMSGSTATE.

else
go to RCVOutSequenceMSGSTATE

end if
4) RCVDeliverableMSG STATE:

a) Call theUpdateOT operationdescribedbelow with
received messageM as its parameter.

b) UpdateOT( N )

i) Append N8UV@H,4.-I into ���

= asa child nodeof
NWUP@H,/.�K .

ii) Deliver the NWUX.�L�MFL to the application.
iii) /* Let NA7P* representsa messagein �

�

N

�

=

and NA7P*YU�@H,/.
K , NA7P*ZU�@H,4.

I representthe
@�,4.

K , @H,/.
I values of the messageMsg

respectively. */
for eachmessageNA7P*[S

�

�

N

�

= having
NA7V*\UV@�,4.�K == N]UX@�,4.-I do

UpdateOT( NA7P* )
Remove messageNA7P* from �

�

N

�

=

end for

c) go to LISTEN state.

5) RCVOutSequenceMSGSTATE:

Insert (^@H,4.�I E @H,4.>K E .�L�MFL_0 in �

�

N

�

= and go to
LISTEN state.

6) RESPOND STATE: When application at process ,

respondsto a messagewith identity @H,4.'K , then,

a) 7X9�:�;�<>=

"

7�9�:�;�<>=�`Oa

b) @H,4.�=

"

(C1D,/.�= E 7�9�:�;�<>=b0

c) ced

<>L�.�fVLJ7XMg765h(B@H,4.�= E @H,4. K

E .�L�MFL	0

d) go to LISTEN state.

If messageis not relatedto prior messagesthen @�,4.�K

is OTR.

D. Java Implementation

The classdiagramof the protocol and the java implemen-
tation of datastructuresaredescribedAppendix.

V. GROUP JOI N AND L EAVE PROTOCOL S

In this section we presentGJLP protocol, for processes
that have newly enteredthe network, to becomeawareof the
variousgroupapplicationscurrentlyoperatingin thebroadcast
network andto join in any of thesegroups.TheGJLPprotocol
is also for processes,that rejoinedthe network after leaving
it temporarily, to know the list of new group applications
currently operating in the network and also to update the
membershiplist of the groupsthat it is alreadymemberof.

� At Sender: The processsendsadvertisementmessage
to inform its presenceto the processespresentin the
network.

� At every processon receiving advertisement : Every
process,includingtheprocessthatsenttheadvertisement,
on receiving advertisementmessagesendsinformation
about the groups,that they are memberof, in the form
of a list of groupidentitiesandtheir membersidentities.

� At every process on receiving information about
groups: Every processon receiving them, if �nds any
new group that they are not aware of, then they sendit
to the application.If applicationwants to join a group,
the processbroadcastsits identity andthe identity of the
group that it is joining. Every memberof the group on
receiving it updatesthe memberslist of the group.

� For a processto leave a group: Theprocess,for leaving
a group, broadcastsits identity and the identity of the
group that it is leaving. Every memberof the group on
receiving it updatesthe memberslist of the group.

A. Notations,MessageFormat and Data Structures

1) Notations:
�i(jfPNk9�@Tlm,F7XMn0 : denoteslist of identities of the pro-

cessesthat arecurrentmembersof a group.
�i(poqNk9�@Hlr,47XMT0 : denoteslist of identities of the pro-

cessesthat have left the group.
�i(G*

d

1Ds�;�t
<�0 : denotesthe informationof a group. It is
of the format (B*�,4. , .�9>7Xf , fPNk9�@Tlm,F7XM , Nk9X@Tou,F7XMr0 and
descdenotesthe descriptionaboutthe group.



Fig. 9. GroupJoin/Leave Protocolstatediagram

2) MessagesFormat:
�)(_L-.�v-NA7P*O0 : denotesadvertisementmessagesent by

process.It contains the identity of the processin the
format (C1D,/.	0

�)(+*

d

1�7�s�;�t
<>lm,F7XMr0 : denotesinformationaboutthe vari-
ousgroups.It is of theformat: (wou,F7XM�<�t�(R*

d

1Ds�;�t
<\060 .
�)(_x�<�,/;�NA7V*[0 : It is of the format (y13,4.

E
*-,/.i0 and

denotesmessagesentby processwhoseidentity is 13,4. to
inform the membersof the group *-,/. that it is joining
the group.

�)(zo{9�L�v-9>NA7P*|0 : It is of the format (}13,4.
E

*-,4.|0

and denotesmessagesentby process13,4. to inform the
membersof the group *�,4. that it is leaving the group.

3) Data Structures: Every processmaintainsthefollowing
datastructure:

�G~

d

1�7�s�;�t
<>s';�.�9�•

�

L

c

o{9�=•€{~6s�s

�

={‚ .Eachrow of the table
~6s�s

�

= at processi contains*

d

1Ds�;�t
< of a groupandthe
row is indexedby theidentity of thecorrespondinggroup

*

d

1�s';�t
<ƒU>*-,/. (i.e. row ~6s�s

�

=…„
*

d

1Ds�;�t
<†U>*-,4.�‡ contains
*

d

1�s';�t
< ). If theprocess, is not memberof groupwhose
identity is *-,4. then the row of ~6s�s

�

= indexed by *�,4.

containsN/A value.(i.e. if i is not memberof groupgid
then ~6s�s

�

=ˆ„
*-,4.�‡ is N/A)

B. Protocol Actions

The statediagramof the protocol at processi is asshown
in theFig 9. Brief explanationof protocolactionis asfollows:
Theprocessfor advertisingits presenceto thegroupgoesfrom
theIntial stateto SendAdvstate.In this state,it createsadver-
tisementmessageL�.-NA7P* andbroadcastsit. After broadcast-
ing, it returnsto the Initial state.Every processincluding the
processthatsenttheadvertisementon receiving advertisement
goesto SendGrpInfoList state,creates*

d

1�7�s�;�t
<>lm,F7XM from
the *

d

1Ds�;�t
< presentin therows of their GIIT andbroadcasts
it.

Everyprocesspresentin thebroadcastnetwork on receiving
*

d

1�7�s�;�t
<>lm,F7XM , goesto RecvGrpsInfoList state.In this state,

if processi �nds any *

d

1�s';�t
< in *

d

1�7�s�;�t
<>lm,F7XM that do not
have an entry in its ~6s�s

�

= , thenit delivers *

d

1Ds�;�t
<‰Ue.�9�7�f to
its application.If the applicationat this processis interested
in joining any of these groups then the processgoes to
SendJoinMsg state. In this state it createsa x�<�,/;�NA7P* for
each group and broadcaststhem. On receiving x�<�,/;�NA7P*

sent by the processfor joining a group, every memberof
the group goesto UpdateGrpInfo state.In this stateevery
memberof the group gets *

d

1�s';�t
< of the group from its
~6s�s

�

„ x�<�,/;�NA7V*6Ue*-,4.�‡ (by indexing operation)andupdatesit
by appendingthe x�<�,q;�NA7P*ŠUQ1D,4. to the *

d

1�s';�t
<bU/fPNk9�@Hlr,F7PM .
If process i is leaving a group, the process goes to

SendLeaveMsg stateand broadcasts(‹oŒ9�L�v�9>NA7P*B0 . Each
memberof the group on receiving (yo{9�L�v-9>NA7P*B0 goesto
UpdateGrpInfo state.In this statea processi gets *

d

1�s';�t
<

from its ~6s�s

�

=ˆ„ o{9�L�v-9>NA7V*•U3*�,4.'‡ and updates *

d

1Ds�;�t
< by
transferring oŒ9�L�v�9>NA7P*�U�13,4. from *

d

1Ds�;�t
<ZUJfPNk9�@Hlr,47XM to
*

d

1�s';�t
<ŽUXoqNk9�@Hlr,47XM .
A moredetaileddescriptionof the protocolactionsin each

stateat processi is as follows:
1) Initial STATE:
if processnewly entersnetwork or rejoinednetwork after
leaving it temporarilythen

go to SendAdv statefor sendingits advertisement.
elseif processreceives (•L�.�vJNA7V*•0 sentby any process
then

go to SendGrpsInfoList state.
else if processreceives *

d

1�7�s�;�t
<>lm,F7XM from any process
then

go to RecvGrpsInfoList state.
elseif processreceives x�<�,/;�NA7P* or o{9�L�v-9>NA7V* then

go to UpdateGrpInfo state.
elseif processwantsto leave a groupthen

go to SendLeaveMsg state.
elseif processwantsto createa new group then

go to CreateNewGrp state.
end if
2) SendAdvSTATE:

� Deleterow of ~6s�s

�

= containingthe entry N/A
� For process , to advertise its presenceto the group,

creates (|L�.�vJNA7V*
=

0 = (‹13,4.A0 , broadcastsit and
goesback to Intial state.

3) SendGrpInfoList STATE: Processi and every other
processesincluding the processthat sent (‘L-.�v-NA7P*i0 on
receiving (GL-.�v-NA7P*n0 doesthefollowing,

/*Create *

d

1�7�s';�t
<>lr,F7PM by doing the following.*/
for each *

d

1�s';�t
< presentin ~6s�s

�

= do
add *

d

1�s';�t
< to (B*

d

1
7�s';�t
<>lr,47XM‰0 .
end for
Broadcast*

d

1�7�s�;�t
<>lm,F7XM

4) RecvGrpsInfoList STATE: Process i on receiving
*

d

1
7�s';�t
<>lr,47XM :
for each *

d

1�s';�t
< presentin *

d

1
7�s';�t
<>lr,47XM do
if thereis an entry in ~6s�s

�

= indexed by *

d

1�s';�t
<•U�*-,/.

then



if entry is N/A then
Discardthe *

d

1�s';�t
<

elseif entry is group information *Js';�t
< then
Updatethe *Js';�t
< by doing the following.
Insertevery 1D,4. presentin *

d

1Ds�;�t
<ŠUeoqNk9�@Hlr,47XM in
*Js';�t
<ƒU�o{Nk9�@Hlr,F7PM if 13,4. doesnot exist in it and
remove 1D,/. from *Js�;�t
<ŽU�fPNk9�@Tlm,F7XM if 13,4. exists.
Similarly insert every 1D,4. present in *

d

1�s';�t
<’U

fPNk9�@Tlm,F7XM in *-s�;�t
<�UQfPNk9�@Tlm,F7XM if it doesnot exist
in *-s�;�t
<“U�fPNk9�@Hlr,F7PM and *Js';�t
<ŽUPoqNk9X@Tlm,F7XM .

end if
else

Deliver *

d

1�s';�t
<bU/.�9�7�f of thegroupto theapplication.
if applicationwantsto join the group then

Processi createsa new row in ~6s�s

�

= , insertsin it
*

d

1�s';�t
< andsetsindex key valueto *

d

1Ds�;�t
< UP*�,4. .
go to SendJoinMsg state.

else
Discardthe *

d

1�s';�t
<

end if
end if

end for
5) SendJoinMsg STATE: To join group *-,/. process ,

createsx�<�,/;�NA7P* with (C1D,4.
E

*�,4.Z0 andbroadcastit.
6) UpdateGrpInfo STATE: Process , on receiving

x�<�,/;�NA7P* or oŒ9�L�v�9>NA7P* ,
if received messageis x�<�,/;�NA7P* then

if process, is memberof group x�<�,q;�NA7P*†UP*�,4. then
Get the *

d

1Ds�;�t
< from ~6s�s

�

=…„
x�<�,/;�NA7P*ŠU{*-,4.�‡ andadd

the x�<�,/;�NA7P*†UF13,4. to *

d

1Ds�;�t
< UXfPNk9�@Hs�;�t
<

end if
elseif received messageis oŒ9�L�v-9�NA7P* then

if process, is memberof group oŒ9�L�v�9>NA7P*6UV*-,4. then
Get the *

d

1�s';�t
< from ~6s�s

�

=ˆ„
x�<�,/;�NA7P*’U
*-,4.�‡ and

remove the o{9�L�v-9>NA7P*bU 1D,/. from *

d

1Ds�;�t
<�U”fPNk9�@Tlm,F7XM

andadd it *

d

1Ds�;�t
<ŽUXo{Nk9�@Tlm,F7XM .
end if

end if
7) SendLeaveMsg STATE: For processto leave group

whose identity is gid, it destroys MOP, MSP instancesof
the group, createsleaveMsgin the format ( pid,gid0 and
broadcastsit.

8) CreateNewGrpSTATE: The processcreatesa unique
identity *�,4. for the new group, creates *

d

1Ds�;�t
< and
sets *

d

1�s';�t
<2U
*�,4. to *-,4. . It appendsits identity 13,4. to
*

d

1Ds�;�t
<DU•fPNk9�@Hlr,F7PM andbroadcasts*

d

1�s';�t
<>lr,47XM containing
*

d

1Ds�;�t
< .

C. Java ImplementationDetails

We have implemented the protocol in Java. The class
diagram of the protocol and its methodsare describedin
Appendix.

VI . M EM BER SYNCHRONI ZATI ON PROTOCOL (M SP)

A processthat newly joins a group or processthat rejoins
the group after leaving the group temporarilyexecutesMSP

to recover the messagesthat weresentto the groupduring its
absence.We assumethat every memberof the grouplogs the
messagesthat it hasreceived from the group. MSP protocol
is as follows:

� At the sender: The processsendssynchronizationre-
questmessageSyncReqMsgthat containsthe list of the
messagesthat it hasso far received from the group.

� At the receivers: On receiving a SyncReqMsgfrom
a process,every process(excluding the processthat
sent SyncReqMsg) in the group createsa repositoryof
messageidentities.The repositorycontainsthe identities
of messagesthat it hasreceivedfrom thegroupexcluding
the messagespresentin SyncReqMsg. It startsa counter
with a randomvalue.Whenthecounterexpires,it broad-
castsa synchronizationresponsemessageSyncRespMsg,
containingthe messageswhoseidentitiesare presentin
repository, to thegroupanddeletesthe repository. While
counting,for everySyncRespMsgthatit receivesfrom any
memberof the group, it deletesthe identities of those
messagesfrom repository that are presentin received
SyncRespMsg. The processthat sent SyncReqMsgon
receiving SyncRespMsg, sendsthe messagespresentin
messagelist of SyncRespMsgto theGroupManagerwhich
will be subsequentlydeliveredto application.

A. Notations,MessageFormat and Data Structures

1) Notations:
�i(

�b–

;�f

�

9�:�;�<—0 : denotesa sequencecounter. It is
initialized to zeroand incrementedbeforeSyncReqMsg.

�i(

�b–

;�fPNA7P*Js�.˜0 : denotesthe identity of SyncRe-
qMsg or SyncRespMsgand it is in the format (

1D,4.
E

7

–

;�f

�

9�:�;�<
E

*�,4.\0

�i(

�b–

;�fPNA7P*-lr,F7PMr0 : denoteslist of messages.Eachmes-
sage (™NA7P*20 is in the format ([@�,4.

I

E
@�,4.

K

E
.�L�MFL•0

where @H,/.-I , @�,4.�K , .�L�MFL areidentity of message,identity
of its parentmessageand application .�L�MFL as described
in Section4.

2) MessageFormat:
�i(

�b–

;�f

�

9�:�NA7V*'=š0 denotesSyncReqMsgsentby process,

and it is in the format (

�b–

;�fPNA7P*-s�.�=
E

�b–

;�fPNA7P*-lr,F7PMr0 .
�i(

�b–

;�f

�

9>7ˆ1�NA7P*'=œ›k0 denotesSyncRespMsgsent by
processx in responseto (

�b–

;�f

�

9�:�NA7P*�=š0 andit is in
the format (C13,4.�›

E

�b–

;�fPNA7P*Js�.�=
E

�b–

;�fPNA7P*-lr,47XM•0 .

3) Data Structure: Every processmaintainsfollowing data
structures:

� Group MessagesList €Œ~

d

1�NA7P*Jlm,F7XM4ž
= Ÿ

‚ Thedatastruc-
ture stores every messagethat is sent to group with
gid in the list so that when a new member requires
synchronization,messagespresent in this list will be
transferredto it. Each messagestored in the list is
of format (W@H,4.

I

E
@�,4.

K

E
.�L�MFL—0 . If the processhas

memory constraintsand if the application .�L�MFL is not
very signi�cant than it storesonly @�,4.JI

E
@H,4.>K because

theseidentitiesareusedby MOP for orderingpurpose.



Fig. 10. MemberSynchronizationProtocol

� MessageIdentities Repository ( Nks

� ): The datastruc-
ture Nks

� stores identities of messages.It is created
for temporary period on receiving

�b–

;�f

�

9�:�NA7P* and
deleted after the process respondsto it by sending

�b–

;�f

�

9>7ˆ1�NA7P* .
� ProcessSync Status Index Table ( ¡

�m�

s

�

= ): The rows
of index table ¡

�m�

s

�

= at processi stores for every
processthe latestSyncSeqnoof SyncReqMsgamongthe
SyncReqMsgmessagesthatit hassofar receivedfrom the
process.Eachentry

�b–

;�f

�

9�:�;�< of ¡

�m�

s

�

= is indexed
by pid of the process.

� MIRIndexT able: The index table entry points to Nks

�

indexed by
�b–

;�fPNA7P*-s�. .

B. StateDiagram

The statediagramof the protocol at processi is asshown
in �g10.

The process i in the Initial state goes to SendSyn-
cReq state and sends

�b–

;�f

�

9�:�NA7P*�= . If process i re-
ceives

�b–

;�f

�

9�:�NA7P*�› from processj it goes to SyncRe-
qRecv state.Checksif the received

�b–

;�f

�

9�:�NA7V*�› is lat-
est requestmessagefrom processj (becausenetwork layer
may not follow FIFO order in messagedelivery) by com-
paring the

�b–

;�f

�

9�:�NA7P*
›

U

�•–

;�f

�

9�:�;�< with
�b–

;�f

�

9�:�;�<

present in ¡

�r�

s

�

=F„

�•–

;�f

�

9�:�NA7P*
›

U

�•–

;�fXNA7V*Js�.™UŠ13,4.'‡

and updatesthis entry in ¡

�m�

s

�

= with
�b–

;�f

�

9�:�NA7P*
›

U

�b–

;�f

�

9�:�;�< if the requestmessageis latest message.If the
received messageis latest message,it creates Nks

� (if it
does not exist in Nks

�

s';�.�9�•

�

L

c

o{9 when indexed by key
�b–

;�f

�

9�:�NA7P*
›>¢

�•–

;�fXNA7V*Js�. ), storesin Nks

� the identities
of thosemessagespresentin €{~

d

1
NA7P*-lr,47XMgž
= Ÿ

‚ (wheregid is
�b–

;�fPNA7P*-s�.mUŒ*�,4. ) andnot in
�b–

;�f

�

9�:�NA7P*�›�U

�b–

;�fPNA7P*Jlm,F7XM

andgoesto Counting state.In this stateit startsa counterwith
randominitial valueandkeepsdecrementing.If the counting
reacheszero it goes to SendSyncRespstate and creates

�b–

;�f

�

9�7ˆ1
NA7V*�›ˆ= containingthe list of messageswhoseiden-
tities arepresentin Nks

� . It broadcasts
�b–

;�f

�

9>7ˆ1�NA7P*
›ˆ= and

deletesNks

� . While countingif it receives
�b–

;�f

�

9�7ˆ1
NA7V*
›ˆ£

it goes to UpdateMIR state deletesthe identities of those
messagesfrom Nks

� that are presentin
�b–

;�f

�

9>7ˆ1�NA7P* ›ˆ£ U

�b–

;�fPNA7P*Jlm,F7XM .
If process i receives the

�b–

;�f

�

9>7g1
NA7P* ›ˆ£ before
�b–

;�f

�

9�:�NA7P* › becausethe network layer may not follow
FIFO order in delivering messagesthen it goes to Syn-
cRespRecvstate.If the received messageis latest message
then it does the following. CreatesMIR if one does not
exist in MIRIndexTable,storesin MIR the identitiesof those
messagesthat are present in ~

d

1�NA7P*Jlm,F7XM ž =hŸ and not in
received

�•–

;�f

�

9>7ˆ1�NA7P*>›ˆ£ message.If Nks

� alreadyexists
in MIRIndexTablethen it deletesidentitiesof messagesfrom
MIR that arepresentin

�•–

;�f

�

9>7ˆ1�NA7P* ›ˆ£ U

�b–

;�fPNA7P*Jlm,F7XM .
If processi receives

�b–

;�f

�

9>7ˆ1�NA7P* =h£ in responseto its
request message

�b–

;�f

�

9�:�NA7V* = it goes to Deliver state
and delivers the messagespresent in

�b–

;�f

�

9>7ˆ1�NA7P* =Q£ U

�b–

;�fPNA7P*Jlm,F7XM to GroupManager.
A more detaileddescriptionof the protocolat process, is

given below:

1) Initial STATE:
Contentsof ¡

�r�

s

�

= aremadeemptyandSyncSeqnois set to zero.
if processwants to sync with rest of group membersof
groupgid then

Go to SendSyncReqstate
elseif a

�b–

;�f

�

9�:�NA7P*�› is received then
Go to SyncReqRecvstate

elseif
�b–

;�f

�

9>7ˆ1�NA7P*'= ¤ is received then
Go to DeliverMsg state

elseif
�b–

;�f

�

9>7ˆ1�NA7P*
›…¤ is received then

Go to SyncResRecvstate
end if
2) SendSyncReqSTATE:

� IncrementsSyncSeqno.
� Createsa (

�b–

;�fPNA7P*Js�.�=•0 with (A13,4.+0 , (¥*-,4.+0

and (

�•–

;�f

�

9�:�;�<†0 .
� Creates(

�b–

;�fPNA7P*-lr,F7PM•0 with thelist of themessages
presentin ~

d

1
NA7V*Jlm,F7XM4ž
= Ÿ .

� Creates (

�•–

;�f

�

9�:�NA7P*
=

0 in format
(

�b–

;�fPNA7P*-s�.
=4E

�b–

;�fPNA7P*Jlm,F7XMm0 andbroadcastit.
3) SyncReqRecvSTATE:

On receiving
�•–

;�f

�

9�:�NA7P*
› , let @•7P*-s�. , @•7P*-lr,F7PM ,

*-,/. represent
�b–

;�f

�

9�:�NA7P*
›

U

�•–

;�fXNA7V*Js�. ,
�b–

;�f

�

9�:�NA7P*
›

U

�b–

;�fPNA7P*Jlm,F7XM and
�b–

;�f

�

9�:�NA7P*
›

U

�b–

;�fPNA7P*Js�.•UP*�,4. respectively.
if ¡

�m�

s

�

=g„
@•7P*-s�.6Ug1D,4.�‡r(k@•7P*-s�.6U

�•–

;�f

�

9�:�;�< then
Create MIR with identities of messages present
in ~

d

1�NA7P*-lr,F7PM4ž
= Ÿ and not in @•7P*-lr,47XM and set

Nks

�

s';�.�9�•

�

L

c

o{9
„

@•7V*Js�.�‡ to MIR
Set ¡

�m�

s

�

=F„
@T7P*Js�.†Ug13,4.'‡ to @T7P*Js�.†U

�b–

;�f

�

9�:�;�<

Go to Counting state
elseif ¡

�m�

s

�

=F„
@T7P*Js�. UŒ1D,/.'‡

"

@•7P*-s�.¦U

�•–

;�f

�

9�:�;�< then
Get MIR from MIRIndexTable[@T7P*Js�. ]
Delete messageidentities from MIR whose messages
presentin @•7P*-lr,47XM



Go to Counting state
else

Discard
�b–

;�f

�

9�:�NA7V* ›…¤

end if
4) Counting STATE:
Choosea randomcountervalue.
while counterdoesnot reachzerodo

Decrementthe counterby one.
if the processreceives

�b–

;�fPNA7P*

�

9>7 ›ˆ£ from some
processx then

Get MIR from
Nks

�

s';�.�9�•

�

L

c

o{9 „

�b–

;�fPNA7P*

�

9�7 ›ˆ£ U

�b–

;�fPNA7P*-s�.�‡

go to UpdateMIR State
end if

end while
if counterreachedzero then

Go to SendSyncRespstate
end if

5) UpdateMIR STATE:
� Deletesthe identities from Nks

� whose messagesare
presentin

�b–

;�f

�

9>7ˆ1�NA7P*
›ˆ£

U

�b–

;�fPNA7P*Jlm,F7XM .
� Go to while loop at statement2 of Counting state.

6) SendSyncRespSTATE:
� Create

�b–

;�fPNA7P*-lr,F7PM with the list of messagesfrom
~

d

1�NA7P*Jlm,F7XM
ž

= Ÿ whoseidentitiesarepresentin MIR.
� Create

�•–

;�f

�

9>7ˆ1�NA7P*�›ˆ= in the format
(

�•–

;�fXNA7V*Js�.
E

�b–

;�fPNA7P*-lr,47XMb0 .
� DeleteMIR and its referencefrom MIRIndexTable.
� Broadcastthe

�b–

;�f

�

9�7ˆ1
NA7V*>›ˆ= .

7) Deliver STATE: On receiving
�b–

;�f

�

9>7ˆ1�NA7P*
=§› ,deliver

the messagespresent in
�b–

;�fPNA7P*-lr,47XM of the received
�b–

;�f

�

9�7ˆ1
NA7V*
=§› to the GroupManagerwhich will subse-

quentlydeliver themto the application.
8) SyncRespRecvSTATE:

On receiving
�b–

;�f

�

9>7ˆ1�NA7P*
›ˆ£ , let @T7P*Js�. , @T7P*Jlm,F7XM ,

*�,4. represent
�b–

;�f

�

9�7ˆ1
NA7V*
›ˆ£

U

�b–

;�fPNA7P*-s�. ,
�b–

;�f

�

9�7ˆ1
NA7V*
›ˆ£

U

�•–

;�fXNA7V*Jlm,F7XM and
�b–

;�f

�

9�7ˆ1
NA7V*�›ˆ£ŽU

�•–

;�fXNA7V*Js�.•U¨*�,4. respectively.
if ¡

�m�

s

�

„
@•7V*Js�.3U 13,4.'‡m()@•7P*-s�.3U

�b–

;�f

�

9�:�;�< then
Create MIR with identities of messages present
in ~

d

1
NA7V*Jlm,F7XM4ž
=hŸ and not in @T7P*Jlm,F7XM and set

MIRIndexTable[msgId]to MIR
Set ¡

�m�

s

�

„
@T7P*Js�.•UF1D,4.�‡ to @•7V*Js�.†U

�b–

;�f

�

9�:�;�<

elseif ¡

�m�

s

�

„
@•7P*-s�.�Ug1D,/.'‡ = @•7P*-s�.†U

�b–

;�f

�

9�:�;�< then
Get MIR from MIRIndexTable[msgId]if exists
Delete messageidentities from MIR whose messages
presentin @•7V*Jlm,F7XM

else
Discard

�b–

;�f

�

9>7g1
NA7P*
›ˆ£

end if

C. Java Implementation

The classdiagramof the protocol and the java implemen-
tation of datastructuresaredescribedAppendix.

VI I . REL ATED WORK : ANHI NGA PROJECT

TheAnhingaProject[1] is aninfrastructurefor building dis-
tributedapplicationsinvolving many-to-many communication
in an ad hoc network of proximal mobile wirelessdevices.
Its architectureconsistsof Many2Many Invocation (M2MI)
mechanismandMany2Many Protocol(M2MP).

1) M2MI : RemotemethodInvocation(RMI)canbeviewed
as an object oriented abstractionof point-to-point commu-
nication: what looks like a method call in fact a message
sent and a responsesent back. In contrast to RMI ,M2MI
providesan object orientedmethodcall abstractionbasedon
broadcasting.An M2MI-basedapplicationbroadcastsmethod
invocation,which arereceivedandperformedby many objects
in many targetdevicessimultaneously. Thepaper[1] describes
it in detail.

2) M2MP: The M2MP is similar to our GJLP protocol.
If more than one group application exists then M2MP lets
applicationjoin a groupandleave group.It alsoregulatesthe
receivedpacketsfrom thebroadcastlayer to appropriategroup
application.

AlthoughAnhingaprojectprovidesObjectorientedmethod
call abstractionfor developingmany to many communication
applications,it doesnot provide supportfor messageordering
andrecovery of lost messages.

VI I I . CONCL USI ON

We have presentedM2MC, a new distributive computing
middleware designed to support collaborative applications
runningon devicesconnectedby broadcastnetworks.M2MC
is usefulfor building a broadrangeof multi-userapplications
like multiplayer games,conversations,group ware systems.
M2MC doesnot rely on central servers and its component
protocolsMOP,MSP,GJLPacttogetherfor communicatingin a
distributedmanner. We have describedthespeci�cationdetails
and Java implementationdetailsof theseprotocols.We have
discussedThreadedChatApplicationdevelopedusingM2MC.
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IX. APPENDI X : JAVA I M PL EM ENTATI ON OF M 2M C
M I DDL EWARE L AYER

A. SystemEnvironment

We have implementedthe middleware protocols in Java
language.We have usedthe Multicast socket provided by the
Java.io packagefor multicastingover IP address.We discuss
the implementationdetailsof eachprotocol using their class
diagrams.

B. MessageOrdering Protocol

We have implementedthe protocolasJava APIs. The class
diagramof the protocol is asshown in Fig.11.

1) classOutSeqMsgList: implements the data structure
(OSMS) in the form of linked list called OsmMsgListwith
eachnode of the list pointing to object of Msg that stores

@�,4. K , @H,4. I , .�L�MFL of application message.The insertI-
nOsml(midc,midp,data)createsobject of Msg and inserts in
OsmMsgList. ThegetInSeqMsgList(midc)retrievesall themes-
sages(Msg) from osmMsgListfor which midc is semantically
beforethemeitherdirectly or transitively andreturnsthemto
the called function in the form of linked list of messagesin

���

order.
2) classOrderingList: implementsthe data structureOr-

deringTreeas collection of linked lists called seqnoList. One
seqnoListis maintainedfor everymemberof thegroupto store
thesequencenumbersof themessagessentby themember. If
sequencenumbersare continousonly the �rst and last value
arestoredto save space.A java.util. HashMapcalledpidMap
mapstheidentity of a process(pid) to thelinkedlist seqnoList
correspondingto theprocess.The isPresent(midp)returnstrue
if midp.seqnois presentin seqnoListof processmidp.pidand
the insert(midc) inserts midc.seqnoin seqnoListof process
midc.pid.

3) class MessageOrderingProtocol: is called by Group-
Mangerbeforesendingmessageto the group.It is alsocalled
afterreceiving a messagefrom thegroupfor orderingmessage
in

�
�

orderbeforesendingit to theapplication.Thesend(midp,
data)createsidentity midc for applicationdataandsendsit to
the GroupManagerin the form of DataPacket objectcontain-
ing attributesmidc, midp, gid, data. The receive(DataPacket
dpkt) calls isPresent(dpkt.midp)of OrderingList class, if it
receives true then calls getInSeqMsgList(midc)and gets the
linked list of messages.It calls insert(mid) of OrderingList
class and inserts the identities of these messagesin Or-
deringList. It delivers thesemessagesto the GroupManager
in

�
�

order. If isPresent(dpkt.midp)returns false then calls
insertInOsml(dpkt.midc,dpkt.midp,dpkt.data) to insert the out
of sequencemessagein OSMS.

C. Group Join/Leave Protocol

Theclassdiagramof theprotocolin theFig12showssalient
attributesandmethodsof the classGrpJLProtocol.

class:GrpJLProtocol
The classimplementsthe datastructureGIIT as object of

java.util.HashMapcalledGrpInfoMap. The key of the GrpIn-
foMap is the object of group identity class Gid containing

Fig. 11. MessageOrderingProtocolclassdiagram

uniqueidentity for eachgroupandentry of the mapis object
of GrpInfo containing information about the group in its
attributesgid, descandjava.util.LinkedListobjectscMemList,
lMemList.

1) sendAdMsg(): deletesall entriescontainingvalue N/A
in grpMsgListandsendsan objectof AdMsgclasscontaining
attribute pid.

2) LinkedList getGrpInfoList(): returnslinked list called
GrpsInfoList whosenodescontainobjectsof GrpInfo which
arepresentin GrpInfoMap.

3) adMsgReceived(AdMsgadMsg): at every process(in-
cludingtheprocessthatsentthemessage)on receiving adMsg
calls getGrpInfoList(), getsthe linked list of the GrpInfoList
andbroadcastsit.

4) updateGrpInfoMap(GrpInfo recvGrpInfo): getsthegr-
pInfo from GrpInfoMap by indexing with key value recv-
GrpInfo.gid. The method updatesgrpInfo.lMemListand gr-
pInfo.cMemList by doing the following. The process in-
serts each pid present in recvGrpInfo.lMemList, in gr-
pInfo.lMemList. Also if pid is presentin grpInfo.cMemList
thenprocessremovespid from grpInfo.cMemList. Theprocess
inserts each pid present in recvGrpInfo.cMemList, in gr-
pInfo.cMemListif it doesnot exist eitherin grpInfo.cMemList
or in grpInfo.lMemList.

5) void grpInfoListRecv(grpInfoList): For each grpInfo
object presentin grpInfoList, it doesthe following. If there
is an entry in GrpInfoMap with key value grpInfo.gid, then
it calls updateGrpInfoMap(grpInfo). Otherwiseit informs the
useraboutthe new groupby delivering the grpInfo to the ap-
plication throughGroupManager. If applicationwantsto join
thegroupthencalls joinThisGroup(grpInfo)of GroupManager
which calls joinGroup(grpInfo)elseit callsrejectGrp(grpInfo)

6) void joinGrp(grpInfo): updatesGrpInfoMapby adding
the entry grpInfo, its key grpInfo.gid and calls sendJoin-
Msg(grpInfo.gid).

7) void rejectGrp(grpInfo): updates GrpInfoMap by
addingthe entry N/A, its key grpInfo.gid.



Fig. 12. GroupJoin/Leave Protocol

Fig. 13. MemberSynchronizationProtocol

8) sendJoinMsg(): createsan objectof JoinMsgclasscon-
taining attributespid, gid andbroadcastsit.

9) sendLeaveMsg(gid): createsan object of LeaveMsg
class with �elds pid, gid and broadcastsit. It also calls
GroupManager for destroying the objectsof MSP, MOP of
the group.

10) joinMsgReceived(joinMsg): getsthegrpInfo from Gr-
pInfoMap by indexing with joinMsg.gid if exists, and inserts
joinMsg.pid in grpInfo.cMemList.

11) leaveMsgReceived(leaveMsg): getsthe grpInfo object
from GrpInfoMap by indexing with leaveMsg.gid if exists
and insertsleaveMsg.pid in grpInfo.lMemList. It also deletes
leaveMsg.pid from grpInfo.cMemList

12) createNewGroup(desc): createsnew group by doing
the following. It createsunique identity gid for the group
by incrementinggrpSeqnoand appendingprocessidentity
pid to it. It createsobject grpInfo of GrpInfo class sets
grpInfo.gid, grpInfo.descto gid, descrespectively. It inserts
processidentity pid in grpInfo.cMemListlinked list and up-
datesGrpInfoMapby addingtheentrygrpInfo andits key gid.
It createsgrpInfoList containinggrpInfo andbroadcastsit.

D. Member Synchronization Protocol

Theclassdiagramof theprotocolin Fig13shows thesalient
methodsandattributesof eachclass.

1) class:MemberSyncProtocol: TheMemberSyncProtocol
implements the data structure GrpMsgList as a
java.util.LinkedList object called grpMsgList with
each node of the linked list pointing to object of
Msg. (Msg has �elds midc,midp,data). HashMap
(ProcessSyncStatusMap(PSSM)) implements the data
structure ProcessSyncStatusIndexTable(PSSIT) with each
entry of the map is indexed by key valuepid of processand
each entry contains the SyncSeqnoof latest SyncReqMsg
sent by processwith identity pid. MIR is implementedas
LinkedList called MIRList . Another HashMap MIRMap
implements MIRIndexT able for storing the objects of
MIRList indexed by key value

�b–

;�fPNA7P*-s�. .

� sendSyncReq()incrementsits syncSeqnoand creates
object of SyncMsgIdclass with �elds pid, syncSeqno,
gid. It createsobject of SyncMsgList containing the
linked list of messagesthat are presentin grpMsgList
and broadcaststhe object of SyncReqMsgcontaining
objectsof SyncMsgIdandSyncMsgList.

� updateGrpMsgList(SyncMsgList syncMsgList) up-
datesthe grpMsgList by appendingmessagesto grpMs-
gList that arepresentin syncMsgListandnot in grpMs-
gList. These messagesare subsequentlydelivered to
application.

� receiveSyncReq(syncReqMsg)at every process (ex-
cept process that sent syncReqMsg) calls update-
GrpMsgList(syncReqMsg.syncMsgList).It getsthesync-
Seqno of latest syncReqMsg sent by process syn-
cReqMsg.syncMsgId.pidfrom PSSM and if syncRe-
qMsg.syncMsgId.syncSeqnois lessthansyncSeqnothen
it discards syncReqMsg, if greater than syncSeqno
then creates object of MIRList (with identities of
messagespresent in grpMsgList and not in syncRe-
qMsg.syncMsgList). If syncSeqno is equal to syn-
cReqMsg.syncMsgId.syncSeqnothen get the object of
MIRList from MIRMap by indexing with key valuesyn-
cReqMsg.syncMsgIdandupdateit by removing theiden-
tities of thosemessagesfrom MIRList that are present
in syncReqMsg.syncMsgList.It createsobjectof counter
classandstartsthe counterthread.

� receiveSyncResp(syncRespMsg) at process i
checks if syncRespMsg.syncMsgId.pidis 13,4.

= and
calls updateGrpMsgList(syncResMsg.syncMsgList).
Otherwise gets syncSeqno from PSSM and if
syncRespmsg.syncMsgId.syncSeqnois less than
syncSeqnothen it discards syncReqMsg, if greater
than syncSeqnothen createsobject of MIRList (with
identities of messagespresentin grpMsgList and not
in syncReqMsg.syncMsgList).If syncSeqnois equal to
syncReqMsg.syncMsgId.syncSeqnothen get the object
of MIRList if one exists from MIRMap by indexing
with key valuesyncReqMsg.syncMsgIdandupdateit by
removing the identitiesof thosemessagesfrom MIRList
that arepresentin syncReqMsg.syncMsgList.

� sendSyncResp(syncMsgId)gets the MIRList object



Fig. 14. ThreadedChatApplication Architecture

from MIRMap by indexing with key syncMsgId and
createssyncMsgList with the list of messagespresent
in MIRList. It createssyncRespMsgwith syncMsgList,
syncMsgIdandbroadcastssyncRespMsgto the group.It
destroys MIRList andupdatesMIRMap.

2) class:Counter: inheritsThreadclass.Its only methodis
startCounter(syncMsgId).Themethodtakesrandomvalueand
keepsdecrementing.If reachescountervalue reacheszero it
calls sendSyncResp(syncMsgId).

3) class:MIR : maintainsLinkedListMIRList. It contains
methodslikeputMsgId(mid),removeMsgId(mid),getMsgIds()
for putting, removing, sendingidentitiesrespectively.

E. Application developmentusing M2MC APIs

For developing application,the applicationdeveloperuses
theAPIsprovidedby GroupManagerclassandimplementsthe
methodsof interfaceApplGrpManagerInterface.

The classGroupManager (Fig.15)of the M2MC provides
the following methodinterfacesfor the applicationdevelop-
ers.It maintainsobject of java.util.HashMapcalled grpProto-
colMap for mappingidentity of a group gid to its instances
of classesMsgOrderProtocolandMemSyncProtocol.

1) void CreateGroup(Stringdesc): is for the application
developer for creating a new group. The argument desc is
descriptionaboutthegroup.It getsidentity for the new group
from object of GrpJLProtocolmethod, createsinstancesof
classesMsgOrderProtocolandMemSyncProtocol,andupdates
grpProtocolMap to map the identity of the group to the
instancesof classes.It callsgetGrpInfoList()of GrpJLProtocol
class,getsgrpsInfoListthat includesgrpInfo of new groupand
broadcastsit.

2) void joinThisGroup(grpInfo): is called for joining
an existing group whose identity is grpInfo.gid. It creates
instancesof MsgOrderProtocol,MemSyncProtocol,updates
grpProtocolMapandcalls joinGrp(grpInfo) of GrpJLProtocol
class.

3) void leaveThisGroup(gid): is called if the process
wants to leave from group whose identity is gid. It calls
sendLeaveMsg(gid)methodof GrpJLProtocol.

Fig. 15. GroupManagerclass

Fig. 16. Interfacefor applicationdeveloper

4) void receiveMsgfrmAppl(midp, data, gid): is called
whentheuserat groupapplicationwantsto broadcastapplica-
tion .�L�MFL to the groupin responseto a messagewith identity

@H,/.�K . It calls send(midp,data)object of classMsgOrderPro-
tocol correspondingto groupwith identity gid.

5) void sendAdvMsg(): for advertising the presenceof
processin the network. The method calls sendAdMsg()of
GrpJLProtocol.

TheinterfaceApplGrpMgnrInterfaceprovidesthefollowing
APIs. TheseAPIs are called by the methodsof GroupMan-
agerand other classesof M2MC. The applicationdeveloper
implementsthe methodsprovided in the interface basedon
applicationlogic.

6) void sendMsg2Appl(LinkedList msgList,String gid):
Themethodis calledby GroupManagermethodsfor giving the
applicationthe list of messagesthat the processhasreceived
from the groupof groupidentity gid.

7) voiddisplayNewGroupInfo(GrpInfo grpInfo): is called
by GroupManager, for sendingidentity anddescriptionof new
group to application.

8) voidcreatedNewGroup(Stringgid): is calledby Group-
Manager, for sendingthe identity of newly createdgroup.The
applicationdevelopercan write the applicationspeci�c code
(that hasto be performedwhen a new applicationgroup has
beencreated)by implementingthis method.

The class diagram of the Threaded Chat application
is shown in the Fig 14. The classesApplGrpMngrClass,
GroupInfoWindow, ChatConsole,DynaTreeNode,DynaTree,
representthe applicationlogic. The classesChatConsole,Dy-
naTreeNode,DynaTree,GroupInfoWindow provide GUI. The
discussionof theseclassesis beyond the scopeof the paper.


