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Abstract— Messageordering is a key componentin developing
group communication applications. A messageordering protocol
must guarantee that when two semantically related messages
are sent to a group, one after another, the recevers will
deliver them to the application in the same order. Also if two
messageare semanticallyunrelated,delivery of the later message
should not be blocked in waiting for the delivery of the earlier
message.Traditional solutions like total ordering protocol or
causal ordering protocol do not take into account the semantic
relationship among messagesnd henceare inadequatefor many
distrib uted group communication applications.

In this paper we proposea new messageordering, called
ordering, and a correspondingprotocol,called  protocol,which
is implemented by every member of the group. The primary
objective of the  protocol is to order receved messagesbased
on the semantic relationship among them, irr espectie of the
chronological order in which they are receired. As a result, the

protocolalsominimizesthe delivery delayat a procesgthe time
from the momenta messagés receved at a procesdo the time the
messages delivered to the application consumingit), by blocking
delivery of a messageonly if it is yet to receive any semantically
preceding message(s).The protocol is a fully distrib uted
protocol and does not rely on any central sewers. We present
proofs for the correctnessand livenessof the protocol and also
discussthe time and space complexities for its implementation
algorithms.

I. INTRODUCTION

The key propertyof any group communication[8] is that
whenmessageare sentto the group,all the memberseceve
it. However differentmemberamay receve thesemessagem
differentorderdependingon the transmissiordelaysbetween
thesendemndrecevers.For exampleif agroupmembersends
amessage asaresponséo message |, thenit is possible
that someof the group membersmay receve  before
(seeFig 1). Hencea messag®rderingprotocolis requiredto
guarantedhat every group memberwill deliver the message

beforedelivering  to the application.Also if and
aresemanticallyunrelatedmessageshena membemreceving

before , shouldnot block delivery of by waiting for
the arrival of

Existing messageordering protocols like total ordering
protocol [2] or causalordering protocol [11] do not allow
application speci c semantic relations between messages.
The total ordering protocol assumeshat two messagegX
andY) are relatedif they are sentone after another(say Y
after X) accordingto an assumedglobal clock. Henceif a
processreceves messageY before X, it cannotdeliver Y to

Xz
Y,
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Fig. 1.

the applicationuntil it recevesX, eventhoughY may not be
semanticallyrelatedto X.

Causal ordering, guaranteeghat if messageX, causally
precedesanothemmessager then X mustbe deliveredbefore
Y at all their commondestinationsThe causal precedence
hasbeende ned in literaturebasedon Lamport's “happened

before” relationship,denotedby andde ned by transitve

closureof following two relationships(i) X Y, if X andY
areeventsin thesameprocesandX happendeforeY, and(ii)

Y, if eventX is sendingof the messagdy oneprocess
andeventY is thereceiptof samemessagdy anotherprocess.
If two messagesio not have causalprecedenceelationship
thenthey aresaidto be concurrentNeverthelessif a process
receves messageY before X, it cannotdeliver Y to the
applicationuntil it receves X, even thoughY may not be
semanticallyrelatedto X. For example,as shovn in Fig. 1,
processQ sentmessage after receving message and
hence . The processR receving before
blocks the delivery of until is receved, even though

and arenot semanticallyrelated.

To the bestof our knowledge,thereis no protocolthat con-
sidersorderingamongmessagesising semanticrelationships
amongthem.In this paperwe proposea nev messagerdering
called ordering(semanticallybefoie) anda fully distributed
messageordering protocol called  protocol that preseres
applicationspeci ¢ semanticordering amongthe messages.
For examplein Fig la,as is semanticallyrelatedto



procesQ sendsthis informationto the group along with the
message . If procesRisusing protocolthenonreceving
message before it blocksdeliveryof until it receves

. On the other hand,as in Fig 1b, as is semantically
unrelated , processR upon receving message before

, delivers  immediatelywithout waiting for . Hence
the messagealelivery delay at the recever R is reduced.

Since the semanticrelationshipbetweentwo messagess
applicationspeci ¢ andit is dif cult to determineautomati-
cally by simply inspectingthe messagest the recever, our
protocol derives information about semanticrelationshipsof
the messagefrom the application.

The protocol is fully distributed and does not rely
on centralized messageordering seners, thereby avoiding
problems such as the sener being the point of failure or
bottleneckfor large groups.Henceit is suitablefor peerto-
peeraswell asmobile computingsystems.

This paperis organizedasfollows: Sectionll motivatesthe
needfor  orderingusinganexampleapplication.Sectionlll
de nes orderingandits propertiesSectionlV describeghe

protocoland SectionV provesits correctnessindliveness.
SectionVI describeshe  protocolimplementatioralgorithm
anddiscussests time and spacecomplexities.

Il. MOTIVATION AND RELATED WORK
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Considera group of processegA,B,C,D) running on dis-
tributed devices and implementinga simple chat application

that lets the membersof the group interactwith eachother
The processesommunicatewith eachotherby sendingmes-
sagesusing a broadcastmedium. Supposethe applicationis
implementedusing a messageordering protocol basedon
logical timestampssuch as total ordering [2]. See[15] for
a comprehensie surwey of total orderingprotocols.

As showvn in Fig 2, let processC sendmessage®id you
visit Chennai?'and 'Did you visit Delhi?' with timestamps
1 and 2 respectiely. After receving the abose messages,
supposeprocessA replies to the messageDid you visit
Chennai?' with the responseéNo' and processB repliesto
the messagéeDid you visit Delhi?' with the responseY es'.
As pertotal ordering,both A andB would af x thetimestamp
3 to their responsesNow, the messagerdering protocol at
processD on receving thesemessagesrdersthemaccording
to their timestampsand displaysthem on the chat console.
However, since there are two messageshaving the same
timestamp,they may get displayedon the consoleat D in
an arbitrary order This leadsto ambiguity becausethe user
at D may not be able to map the responsesNo’, 'Yes', to
the message®id youvisit Delhi?', 'Did youvisit Chennai?'
appropriatelyHencetotal ordering protocolis inadequateor
suchanapplicationlt canbeshawn thattheambiguitypersists
even when the messagesre orderedusing vector clocks, as
in causalordering [11] or even when synchronizedglobal
clocks[10] areassumed.

In contrastto the above, considera threadedchat applica-
tion [13] thatlets userscommunicatén a message response
form as shawvn in Fig 3. All chat messagesre structuredin
the form of a tree. The key featureof this tree structureis
that messagesind responsesre organizedinto relationships
called threads A user explicitly selectsa messagebefore
respondingo it. As aresult,the responses linked directly to
the correspondingnessageysingthreadsandotheruserscan
perceve the semanticrelationshipamongthe messages.

Although the paper[13] doesnot provide the detailsof the
messagerderingprotocolusedby threadedchatapplication,
suchan applicationcan be easily implementedusing the
protocol. For the above example, upon receipt of messages
from processC, processA displaysboth of themto the user
Now the userat processA would explicitly selectthe message
'Did you visit Chennai?'beforerespondingwith the message
'No'. The protocolat processA captureghis semanticde-
pendencdetweerthe messagandits responsandsendshis
informationto the group, alongwith the responseSimilarly,
the protocolat procesB capturegshe semantiadependence
betweenthe messageDid you visit Delhi?' andits response
'Yes' andsendsthis informationto thegroup.The  protocol
at D, upon receipt of theseresponsesprdersthe messages
appropriatelyand unambiguouslyas shovn in Fig 3. In the
next section,we de ne the  orderingwhich forms the basis
for the  protocol.

The primary objective of the  protocolis to identify the
semantiaelationshipamongreceved messageanddelivering
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them to the applicationin a semanticallyconsistentordet
Guaranteeinguchorderinginvolves:

1) Capturingthe semanticrelationshipbetweena message
andits responsefrom the applicationat the sender

2) Representinghesesemanticrelationshipsin an appro-
priate form and corveying themto the recevers.

3) Maintaining the relationship at each member of the
groupwith minimum overhead.

3)

In this section,we focuson representinghe semantiaelation-
ship,whichwecall  order. Capturingthemandmaintaining
themareaspectof the  protocolandaredealtwith in next
section.

De nition of  order:

Two messageX and Y aresaidto berelatedin  order
if and only if Y is producedsemantically in responseto a
unique messageX. This is representedasX Y. Alsoif X

and Y are not semantically related then it is represented B Relationshipbetween

as X Y.

semantiaelationshipamongthemin the form of atree,called
the Ordering Tree (OT), asshown in Fig 5. The OT hasthe
following structure:

1)

The verticesof the OT are identities of the messages;
eachmessagédasa uniquesystem-wideidentity.
The directed edgesof the OT representthe semantic
message responseelationshipsamongmessagesThere
is an edge betweenary two verticesin the OT, if and
only if andthe correspondingnessagearerelatedin
order
The root of the OT is a virtual node,denotedby

is assumedo be semanticallybeforeall the mes-
sagessentto the group. If a messages not a response
to ary othermessagén the OT, it is consideredo be a
responseo

2)

3)

A. Propertiesof
Somesalientpropertiesof

The following relationshipshold between
For a group of messageswe conceptuallyrepresentthe before)and

order

orderare asfollows:
Responsesemantics:

If X Y thenP(Y) =X, i.e., X is saidto be parentof
Y.

The OT representghis relationshipin the form of a
directededgebetweena parentnodeX anda child node
Y. For example, the relationshipamongthe messages
exchangedn the threadedchatapplicationof Fig 3 can
be representedas in the Fig 5. The directed edge of
the tree from C1 to Al representhe responséNo’ of
processA to the messageDid you visit Chennai?sent
by processC,i.e C1 Al andP(Al1)=C1.
Uniqueness:

If X YthenP(Y) Z( Z,Z X),i.e. Xisunique.
The OT representsthis by allowing a node to have
multiple numberof child nodesbut a child node can
have exactly oneparentnode.In otherwords,a message
sentto the group may generatemultiple response$rom
variousmemberof the groupbut any givenresponses
associatedvith oneandonly one messageand not with
multiple messages.

Transitivity:

X Y Y Z X Z

The OT representghis as having a path from X to Z,
if thereis anedgefrom X to Y andanedgefrom Y to

Z. We usethe notation to represensuchtransitive

closure. It can be easily seenthat the following also
hold:

X Y Y Z X Z
X Y Y Z X Z
X Y Y Z X Z

and

(semantically-
(happened-before):

If Y is aresponseo X, thenX 'happened-beforeY. For

example,in Fig 4a, processQ sendsmessage to in

responsdo message ( ). SinceprocessQ

canrespondo a messag®enly afterreceving it,
alsoholds.

If Y 'happened-afterX, thenY neednot be a response
to X. For example,in Fig 4b, proces<Q sendsa message
after receving ( ). However, message
neednot be semanticallyrelatedto
. If X andY are 'concurrent’,
thenthey are not semanticallyrelated.For example,in
Fig 4c, processQ sendsmessage independentof



when it receives message
message

from the group. Hence
is semanticallyunrelatedto message

V. PROTOCOL FOR GROUP COMMUNICATION

In this sectionwe presentthe

1) At thesenderCapturegshe orderbetweerna message
and its responseand includes this information while
broadcastinghe response.

2) At therecever: Maintainsthe  orderinformationand
determinesthe action to be taken for each receved
messageA messages delivered immediately to the
applicationeitherif its parentin the  orderhasbeen
deliveredor if it is not aresponsdo ary othermessage,
i.e., it has the root of the OT ( )as its parent.
Otherwisethe delivery of the messagés deferred,until
the receiptand delivery of its parent.

protocolthatincludes:

We now describe the system model, data structuresand
algorithmicdetailsof the  protocol.

A. SystemModel and Assumptions

1) The systemconsistsof a group of processe$ostedon
devicesthat communicatehroughunderlyingbroadcast
medium.The compositionof the groupdoesnot change.
The processesio not shareary physical memory and
communicateby sendingmessagedo the group over
broadcastmedium.Examplesof suchsystemsaregroup
of processhosted on devices connectedin LAN or
wirelessdevicesthatarein communicatiomangeof each
other

Broadcastmediumis assumedo be reliable and guar
anteegnessagealelivery to every memberof the group.
However it may suffer from nondeterministidoounded
delayin messagelelivery. Messagesn transitneednot
follow FIFO order

All membersof the group have uniqueidentities.

Every member of the group maintains a sequence
counterand incrementsit by one every time it sendsa
messageThe sequenceounterandthe memberidentity
areusedto generate uniqueidenti er for eachmessage.

2)

3)

4)
5)

B. Notations, MessageFormat and Data Structures

1) Notations::

denoteddentity of the member of the group.
denotessequenceountervalue at member

denotesmessageadentity of message and
is

2) Message Format:: The messageis in the format:
where is themessag@entity,

is the identity of its parent( ) and is the

applicationinformation. If a messagés not a responsdo ary

other messagehen the identity of its parent( ) is setto
(Ordering Tree Root).

after delivering msg to application

msg
deliverable

RCV DeliverableMSG

RCV OutofSeqMSG

Received

msg out of
sequence.

RESPOND

after broadcasting the msg

after storing msg in OSMIT

Fig. 6. StateDiagramof the protocol

3) Data Structues:: Every processnaintainsthe following
two datastructures:

1) Ordering Tree (OT): As discussedearlier the OT
representshe  orderamongthe messagesf a group.
Eachprocessonstructsts OT dynamicallyby recording
the identitiesof thosemessagethat have beenreceved
in  order
Out of SequenceMessagesStore (OSMS): OSMS
sases messageshat have arrived out of order For
every such message ,

, areare saved in the OSMS.

2)

C. Protocol Actions:

Thestatediagramof the  protocolis asshovnin Fig 6. In
the INITIAL statethedatastructureOSMS, O areinitialized
to , OTR (default root of OT)respectiely and the
procesghenwaitsin the LISTEN state.Whenthe application
wantsto senda messageo the group, the procesgjoesto the
RESPONDstate, whereit augmentghe messageavith the
orderinformation, broadcastshe messagend returnsto the
LISTEN state.

When a messagés receved from the group, the process
goesto the RECEIVE state,where it checksthe order
information of the messagewith the OT (Ordering Tree).
If it has delivered the parent of the current message,it
goesto the RCVDeliverableMSGstate, else it goesto the
RCVOutSequenceMSGtate. In the RCVOutSequenceMSG
state,the processsimply savesthe messagén the OSMSand
returnsto theLISTEN state.In the RCVDeliverableMSGstate,
the procesgeliversthe messageo the applicationaswell as
ary of its  orderchildrenthat may be saved in the OSMS
andreturnsto the LISTEN state.

A moredetaileddescriptionof the protocolactionsin each
state,for a groupof processess asfollows:

1) INITIAL STATE:
(@)



(b) goto LISTEN STATE.

2) LISTEN STATE:
Listen until a messages receved or applicationwants
to responcdto a message.

if messages recevedthen
go to RECEIVE state

elseif applicationsendsa messagéo the groupthen
go to RESPONDstate.

end if
3) RECEIVE STATE:
Process on receving a message
if and then
go to RCVOutSequenceMSGTATE.
else
go to RCVDeliverableMSGSTATE
end if
4) RCVOutSequenceMSGSTATE:
a) insert in

b) goto LISTEN state.
5) RCVDeliverableMSG STATE:

a) Call theUpdateT operationdescribecbelon with
receved messagéVl asits parameter
b) Update( )

i) Append into as a child node of
ii) Deliver the to the application.
i)y  /* Let represents messagén
and , representthe

, values of the messageMsg
respectiely. */

for eachmessage having
== do
Updated( )
Remae message from
end for

c) goto LISTEN state.
6) RESPOND STATE: When application at process
respondgo a messagevith identity , then,
a)
b)
c)
d) goto LISTEN state.

If messageés not relatedto prior messageshen
is OTR.

D. Protocol illustration

Considera group formed by two processesvith idenitities
A and B respectiely. We follow the Ordering Tree
representatiorexplainedin Sectionll, to shav the semantic

Fig. 7. protocolillustration

relationshipsamongthe messagegxchangedbetweenA and
B. Recallthat the root of the treeis a default node and
we assumeOdTR is semanticallybeforeevery messageentto
the group. The vertex of the tree representsnessagedentity
in the format

ProtocolActions at processA areillustratedbelow:

1) In the initial state, the , at processA,B

respectiely contains root node OTR. Also the

, at processA,B respectiely are

empty The sequenceounters , are set

to zero. The processremainsin LISTEN state until

a messages receved from the group or application

respondgo a previous messageThe orderingtreeis as
shaowvn in Fig 7a.

2) ProcessA onreceving a message
entersRECEIVE state.Since the process
A goesto RCVDelivarableMSG state,sases Bl in
as child nodeto OTR, and delivers the to
the application. As the is empty it cannot

nd ary messages suchthat ( ) and goes

backto LISTEN state.The datastructuresat processA
areasshavn in Fig 7h.

3) ProcessA on recelZing a message
enters RECEIVE state. Since ( eld of the
message)is not presentin the protocol goesto
RCVOutSequenceMSG Followingthe  protocol,the

, , and aresavedin as
shawvn in Fig 7c.

4) Similarly on receving , the
process A goes to RECEIVE state and then to
RCVOutSequenceMSGbecauseB3 is not in

aresavedin . The Fig 7d shawvs

5) On receving , the processgoesto
RECEIVE state and then to RCVDeliverableMSG

state because is presentin . In this state,
the protocol delivers correspondingto receved
messageand saves its identity is saved in

aschild nodeof . Messagewith identitiesB3, B4



areretrieved from becauseB2
andB2 B4 transitively. The corresponding

to messagewith identities aredeliveredto the
applicationin ~ orderandidentitiesB3, B4 are sared
in asshown in Fig 7e.

If the applicationat processA wantsto respondto a
messagdaving identity  , thenit goesto RESPOND
STATE. It incrementsthe sequenceountervalueto 1,
receves from the applicationand broadcastghe
messagen the format . Since the
messageés a broadcastprocessA on receving its own
messag@oesto RCVDelivarableMSG  delivers
and updates asshown in(Fig 7f).

B3 directly

6)

V. PROTOCOL CORRECTNESS AND LIVENESS

We prove the correctnessand livenessof the  protocol
by using the semanticrelationshipsamongthe messagess
representedby the Ordering Tree (OT). Recall that by the
transitive closurepropertyof  order, the root of the OT is

semanticallybeforeall messagesentto the group.

A. Correctness
Theorem 1: The  protocol preseves  ordering.
Explanation: Let be the iden-

tities of the messagen the OT along the path from root to
ary node of the OT. As thesemessagesrein order,
we needto prove thatthe  protocol delivers them to the
applicationin the sameordet

Proof:

The proof is by inductionon the numberof messages.
Basecase:

For n = 1, the rst messagehaving identity sent to
the group is not semantically before any other messages
except . Hence every processreceving it will deliver
information correspondingto to the application. is
representecasthe child of in OT.

If a processdoesnotreceve  hut recevesa message
suchthat thenthe processsares  in the OSMS
until it recevesmessage . The processafter receving
will deliverinformationcorrespondingo  to theapplication
before delivering information of . Hencethe ordering is
presered.

Induction Hypothesis:

Assumethat the protocol preseres the ordering for n
messagese for the messages
in the orderingtree (OT).

Induction Step:

Supposea memberof the group sendsa nev messagen the

format to the group.
If is node : Since is presentin the OT,
the correspondingo identity is deliveredto

the applicationand becomeschild node of in
OT. Hencethe protocol preseresthe orderingfor

messages

Fig. 8. Data Structures

If is any node in OT. In this casealso,
the correspondingo identity is deliveredto
the applicationand becomeschild node of in
OT. Hencethe protocol preseresthe orderingfor
messages.

If is not in OT: In this case, is savedin the
OSMS until the processreceves . Upon delivery
of the messagecorrespondingto , would

be insertedinto the OT. Now is removed from
the OSMS and also deliveredto application. then
becomeschild node of in OT. Hencethe protocol
preseresthe orderingfor messages.

B. Liveness

Theorem 2: The  protocol is livenesspresewing.
Explanation: Every messagesentto the groupwill be even-
tually deliveredto the applicationsat every processWe need
to prove that no processwill block a messagende nitely.
Proof:

Considera messageM for which n responseshave been
generatedn the group. Considerthe receiptof one of these
responsesR, at process.

If processi has delivered messageM to the appli-
cation: In this caseprocessi also delivers responseR
immediately irrespectve of othern-1 responses.

If processi has not receved messageM: In this case
processi savesresponseR in the OSMS and waits for
receipt of messageM. Since the underlying broadcast
mediumis assumedo provide reliable messagelelivery,
messageM would be eventually deliveredto processi.
When processi receves messageM, and subsequently
delivers it, it traversesthe OSMS and also delivers
responser.

V1. PROTOCOL IMPLEMENTATION

In this section,we discussthe protocol algorithm details
andthe correspondingime and spacecomplexities.
The datastructuregequiredfor ~ protocolat a process are
implementedas follows:

1) Ordering Tree : We implementthis as an array
of linked lists, called Ordering Lists , asshavn
in Fig 8a. The size of the array is equalto the number
of processegpresentin the group. Eacharray element

saves the starting addressof the linked list
correspondingto process and the linked list saves
the sequencenumbersof the messageseceved from



process .

operations:

a) InsertInOL( ): inserts
startingat array elementj.

The data structure support the following

in linked list

b) IsPresentinOL( ): searchedor in
linkedlist startingat arrayelement. If the
is presentthenreturnstrue elsereturnsfalse.
2) Out of SequenceMessage Store( ): We im-

plementthis as a 2-dimensionalarray of 3 columns
each and some nite number of rows called Out of
SequencdviessageTable ( ) asshawn in Fig 8h.
Messageadentitiesof the messagethat have arrived out
of sequenceare saved here.The process on receving

aout of sequencenessage saves
the identity of the parent message in the rst
columnof the row, identity of the message in the

secondcolumnandthe in the third column.
The datastructuresupportsthe following operations:

a) InsertinOSMT( ):
The operationusesthe rst empty row available
from thetop of the tableandinserts ,

, in the rst, second,third columnsof
the row respectiely.

b) getRow( ):
The operationsearchesn linear mannerfrom the
beginning of the table and returns the
index of row containing valuein its second
column.If therearemultiple rows containing
in their secondcolumn then it returnsthe rst
row that it encounterswhile searchingfrom the
beginning of the list.

¢) putOSMsgsInOL( ):

The operationidenti es all the rows of
containingmessage$or which is either di-
rectly or transitively semanticallybeforethem.The
operationtransfersthe identitiesof thesemessages
to and correspondingo thesemessages
to applicationin order The rows containing
thesemessagearemarkedemptyfor reusingthem.

A. Protocol at process

1) In the initial state,
for to (where is the numberof members
presentin the group.)do

=NULL
end for
=0

The rows of are marked empty

2) Process on receving a message:

On receving a message from
group, where and
if and IsPresentinOL( ) is false
then
InsertinOSMT

Fig. 9. OrderingList Datastructure

else
InsertinOL
Deliver to the application
putOSMsgsInOL( )

end if

3) Process for respondingto a messagehaving identity

a) +1;
b) = ;
¢) Broadcasts:

B. Ordering List Operations

Thestructureof OrderingList is asshavnin Fig 9. An array
element saves the starting addressof the linked list
correspondingrocess . Eachnodeof thelinkedlist contains
there3 elds. The rst two elds called Low (L) and High
(H) containssequencenumbersof the messageandthe third
eld pointsto next node.The valuesL and H indicate that
the process hasreceved all the message$aving sequence
numbersbetweenL andH inclusive.

1) IsPresentinOL( ): The operation searchesfor

in linkedlist startingat .If the is present
thenreturnstrue elsereturnsfalse.

Algorithm 1 IsPresentInOL( )
1 [* Startingaddressf linked list */

2: Scanthelist and nd thenode suchthat is greatest
numberlessthan or equalto

3: if then

4:  return

5. else

6: return

7: end if

Time complexity: Scanningthe list takeslinear time, i.e.,
O(m) wherem is the numberof nodespresentin the linked
list.

2) InsertinOL( ): The operationinserts in
linked list startingat . If process recevesmessages
with continuoussequenceumbersstartingfrom L andending
atH from a process thenthesemessagearerepresentedh

by storingonly L andH valuesin a nodeof linked list
starting at . The linked list storesthesevaluesin the
non decreasingrdet
So, to insert

, the linked list starting at is



Fig. 10. OrderingList Datastructure

is the leastvalue
bethenode

scannedo nd the node  suchthat

greaterthan asshavn in Fig 9a. Let

precedingit. If is one more than and oneless

than  then is replacedby and the node

is deleted.Otherwiseif is one morethan then
is replacedby . Or elseif is one less

than then is replacedby . If noneof the abore

conditionssatisfythena nex node is createdwith

and elds setto and is insertedbetween
and

Algorithm 2 InsertinOL( )

1: 1. Scanthelist and nd thenode suchthat s the
leastnumbergreaterthan
2: if and then
3 1. =
4: 2.Deletenode
5: elseif = + 1 then
6: =
7: elseif = -1 then
8: =
9: else
10:  1.Createa new node
2.Assign = =
3.Insertit betweennodes and
11: end if

Time complexity:
Scanningthe linked list takeslineartime, i.e., O(m) wherem
is the numberof nodespresentin linked list.

C. OSMT operations

The structure of is shavn in detail in Fig 10.
We assumethe table containsa maximum of ¢ rows ! for
analyzingtime compleity of the OSMT operationsAlso for
sale of clarity, we refer to a row of table as

and columnscorrespondingo row  i.e., ,

) as , )
respectiely.

1We assume numberrows of OSMT are sufcient for a processto save
every messagehat arrives out of sequence.

1) InsertinOSMT( ):: As explained ear
lier the operation performs linear searchstarting from the
beginning of the table and searchesuntil an empty row is
found to insertthe values , ,

Time complexity:
Hencethe InsertinOSMToperationtakes O(p) time.

2) getRav( ):: As explained earlier the operationre-
turnsrow  from OSMT suchthat . If such
row doesnotexist thanit returnsnull. We assumehe operation
performslinear searchfrom starting of the tableto nd the
requiredrow.

Time complexity:

Hencethe above operationtakeslineartime, i.e., O(q) time.

3) Operation: putOSMsgInOL( ): The OSMT con-
tains collection of prospectie edgesof orderingtree OT that
arrived out of sequencdn the form of rows of OSMT
with eachrow containingparentand child messagedentities
in columns , respectiely. The operationstarting
from performsdepth rst search(DFS) on the contents
of OSMT. It identi es the rows of OSMT that forms the
edgesof prospectie subtree of OT having asits root.
During depth rst search,every time a row is visited, the
operationremoves the row from OSMT, appends to
OT anddelivers to application.Hencethe messagethat
arrive out of  order are deliveredto the applicationin
ordet

Algorithm 3 putOSMsgInOL( )

1: for eachrow ( =getRav( )) NULL do
2:  Deliver .datato application

3. InsertinOL( )

4:  putOSMsgInOL( )

5. removerow  from OSMT

6: end for

Time complexity:

Searchinghe andputtingtheminto the takes
guadratidime,i.e., (wherem andp areasbefore).

This may be computedin detail as follows: Depth First
Searchalgorithm for a tree with e edgestakes O(e) time.
Hence the DFS algorithm for with a maximum
of q rows takes O(q) time. To identify each edge of the
tree and transferringit to , getRav operationat line
1 and InsertInOL operationin line 3 takes O(q),0(m) time
respectiely. Hencetime taken by theseoperationstogether
for eachedgeis O(m+q).Hencethe operationputOSMsgIinOL
takes O(q(m+q))time or time.

D. Compl&ity of
1) Time Complexity The major operationsof the protocol
occurat a processwhile sendingand receving of messages.

Sendinga messageakesconstantime asit involvesonly
capturing from the application,incrementingthe
sequencenumber and broadcastinghe message.

protocol



On receving a messagethe IsPresentinOL() opera-
tion takes O(m) time to check whether the message
is deliverable to the application or not. If the mes-
sageis not deliverable,then operationinsertinOSMT()
takes linear time proportional to number of rows in

i.e.,, O(q). If the messageis deliverable,
then the operationsperformedare InsertinOL( ),
putOSMsgInOL( ) andtime compleity of eachof
these operationsis 0(m), respectiely. (as
discusseckarlier).Hencethe total time complexity of the

protocolis O( ).

2) SpaceComplexity Thelinkedlistsin the OL storeonly
the rst and last valuesof contiguoussequencenumbersof
messagesgeceied from a process.

The Space complexity for :The linked lists in the
OL store only the rst and last values of contiguous
sequencaumbersof messageseceved from a process.
Thebestcaseoccurswhenall therecevedmessagebave
contiguoussequencenumbers.Hencein the best case,
eachlinked list containsonly onenodeandsize of array
of linked lists is O(n) for a groupwith n processesThe
worst caseis when a processreceves messagewith
alternatesequencenumbersfrom every process.n this
case,the numberof nodesin eachlinked list is equal
to the numberof messageseceied from that process
andthe numberof nodespresentin the is equalto
the numberof messageseceved by the processrom all
membersof the group. Hencein the worst case the size
of the OL is boundednly by the device's memorylimits.
The Space Complexity for ., the best case
is when all messagesre recevved in order and the
numberof entriesin the is zero and the worst
caseis when a processdoes not receive the messages
correspondingo the nodescloser the root of the

and the number of entriesin the is bounded
only by the numberof rows allocated.

VIlI. CONCLUSION

Messageordering protocolsare key componentdor group
communicatiorsystemsThe mostwidely usedmessagerder
ing protocolslik e total ordering,causalorderingprotocolsare
not suitablefor all groupcommunicatiorapplicationshecause
they do not let the application explicitly specify the order
amongthe messages.

In this paperwe have de ned a new orderingcalled that
ordersthe messagesccordingto the semanticrelationship
amongthemas speci ed by the applicationand we described
a protocol called protocol that ensuresall the recevers
will receve the messagesentto the groupin order We
have explained the protocol actions with a state diagram.
We have proved the correctnesand livenessof the protocol
and discussedthe implementationissues and time, space
compleity of protocol. Our future work lies in extendingthe
protocolto dynamicgroupswherememberamay join or leave
at ary time.
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